




































































Advanced Brass Technigues MSED 5009 1 credit

Instrumental Literature MUSC 5015 2 credits
Totals 24 credits offered
Summerll
Analysis of Masterworks* MUSC 5065 3 credits
Advanced Choral Conducting MUSC 5082 2 credits
Vocal Pedagogy MSED 5001 2 credits
Applied Voice MUSC 5041 1 credit
Current Topics in Music Education® MSED 4011 2 credits
Applications of Music Technology* MSED 5095 2 credits
Advanced Instrumental Conducting MUSC 5083 2 credits
Percussion Techniques MUSC 5011 1 credit
la22 Technigues/Improvisation MSED 5XXX 2 credits
Totals 17 credits offered
Summer Il
Intro to Research in Music Education* MSED 5033 3 credits
Advanced Choral Methods MSED 5010 3 credits
Conducting Practicum MUSC 5085 1-3 credit
Teaching Music Students with Special Needs* MUEDSXXX 2 credits
Applied Voice MUSC 5041 1 credit
Survey of Diction for Singers MSED 5088 2 credits
{Elementary: Orff substitution allowed) MSED 4092 (3 credits)

Marching Band Teaching and Drill Design MSED 5XXX 2 credits
Advanced Instrumental Conducting MUSC 5083 2 credits
Advanced Brass Techniques MSED 5009 1 credit
Instrumental Literature MUSC 5015 Z credits
Independent Study {non-thesis)* MUSC 5087 3 credits
Foundations in Music Education® MUSC 5037 3 credits
Survey of lazz History* MUSC 5010 2 credits
Choral Literature MUSC 4098 2 credits
Comprehensive Exam MUSC SXXX 0 credit
Choral Electives:

Conducting Practicum MUSC 5085 1-3 credits

Pedagogy Mini-Class MSED 1 credit

5091, 5092, 5093, 5094
Sight Reading, Kodaly, Dalcroze, Eurhythmics

Advanced Woodwind Techniques MUSC 5007 1 credit
Instrumental Elective {1-3 credits)
Seminar in Instrumental Music MSED 5015 {2)
Conducting Practicum MSED 5085 {1-3}
Totals 47 credits offered
2. Need

Outline how this program is deemed essential for the wellbeing of the state, region, or academy (e.g., accreditation,
contribution to economic development; related to current or evolving needs within state or region). Cite data to support need:
employment projections; supply/ demand data appropriate to the discipline and degree level. Also, identify similar programs in
the state and explain why the intended one should not be perceived as unnecessary duplication.

Essentiality to Wellbeing of State, Region, or Academy

Music teachers, some with multiple years of teaching experience, frequently find it necessary to renew, refine, and
discover new techniques for the music classroom or rehearsal and doing this can be difficult while teaching full-time.
ULM’s summer-only format allows teachers to keep their jobs while working on a Master's degree. The face-to-face
format is considered superior to online instruction in teacher education. This non-traditional approach was selected
to support access for professional improvement and advancement for all music teachers within the state.

The proposed MME degree is sharply focused on preparing master teachers and professional leaders in a summer-
only program. A master teacher is defined as one who has a firm grasp of pedagogy required 1o deliver effective
instruction in the music classroom/rehearsal, basically an extension of expertise in skills and knowledge required for
music teacher certification within Louisiana schools. Additionally, master teachers have high expectations of
students in their classrooms/ensembles and follow a sequential structure with the ultimate goal of providing students
opportunities to experience musical success in these learning environments. A professional leader in music education
has a grasp of current trends and is elected or invited to lead professiona! music organizations at the local level and
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upwards to the national levet {for example, a ULM alumnus currently serves as national president of the American
Choral Directors Association, the premier professional choral organization in the United States.)

Despite an intensive focus on teacher excellence, the ULM degree is broad enough to provide sufficient training in
research methods for graduates to read and assimilate reported findings and thus independently keep current on
best practice, a process adopted by most professional associations. Emphasis on pedagogy and teaching excellence
allows graduates to focus on K-12 music teacher excellence but does not prohibit continuation into a doctoral
program should that become a goal.

Many school systems, public and private, offer salary incentives for teachers acquiring a Master's degree.

A recent movement in education is the addition of an “A” into STEM initiatives, creating STEAM, and points to an
increasing need for highly qualified arts teachers in public and private schools in the United States
(https://steamedu.com/about-us/fags/). Music and other arts education has long been identified as a strong
environment for development of problem solving and higher order thinking skills—these are inherent to creating and
performing in the arts, and these skills contribute directly to success within other academic areas. A summer graduate
program creating music teacher excellence is an important way to provide quality arts study for teachers within
Louisiana schools. In addition to the aesthetic joys of music performance and study, students then can transfer these
skills directly into non-arts courses and careers.

A 2014 study published by the American Association for Engineering Education {Glancy, et al, June 2014) found that
essential components of a successful STEM curriculum included teamwork and communications. “Students should
have the freedom to think critically, creatively, and innovatively, as well as opportunities to faif and try again in safe
environments”, precisely skills that students learn from participation in an arts course such as music. This statement
points directly to the need for master music teachers in order to provide the highest quality music education in public
and private schools in the State of Louisiana and throughout the country,

In their book Becoming Brifliant (2016), Golinkof and Hirsch-Pasek identified 6 Cs of educating young people in
modern schools, those being collaboration, communication, content, critical thinking, creative innovation, and
confidence. Again, these are precisely skills that students develop from participation in an arts course such as music
with a highly qualified teacher leading the instruction.

Employment Projections and Supply/Demand

A recent Northeast Regional Labor Market for Area 8 study shows a Four-5tar rating for persons working in education
with a Master’s degree. {Source: Louisiana Workforce Commission Occupation Proposal for all Occupations to 2020,
Regionail Labor Market Area 8).

Postsecondary Art, Drama, and Music Teachers with a master’s degree also show a statewide annual demand for 20
people per year.

Data available from the Louisiana Board of Regents show an average of 73 MM/MMus graduates per year over the
last five years with none coming from a northeastern Louisiana institution; however, many of the institutions offering
the degree have muitiple concentrations in the MM/MMus so it is difficult to know how many are in music education.

University | 5-yr Avg MM/MMus Completers | Total Concentrations Music Education Concentrations
LSU-BR 38 9 1
Northwestern 7 2 1
Southeastern 8 _ 2 0
ULL 1 8 | 5 1
UNO | 12 4 0

Program Uniqueness

A Master’s degree in music is not available at an institution of higher education in Northeast Louisiana.

No institution of higher education in Louisiana offers a Master of Music Education degree under CIP Code 13.1312
which classifies a degree dedicated to teacher preparation. Analysis of the Master of Music programs currently
offered in Louisiana show three have education concentrations. These degrees have specifics in common with the
proposed ULM degree:

1. Allrequire an introductory course in research.

All require a course that addresses current issues and trends in music education

All require one course in music history

All require one course in music theory

All require applied lessons

All require advanced conducting courses or practicum

No summer-anly Master of Music degrees are currently offered in Louisiana. Additionally, further analysis of Master
of Music degrees currently offered in Louisiana show them to be research-oriented or a hybrid of
research/performance/music education, offered primarily during fall/spring semesters.

O e W

3. Relevance
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Explain why this program is an institutional priority at this time. How will it {a) further the mission of the institution and {b)
increase the educational attainment or guality of life of the people of Louisiana.

| Furthering University Mission
ULM seeks students who find value in our programs and prepares them to compete, succeed, and contribute in an ever-
changing global society through a transformative education. In contrast to research-focused or hybrid degrees
{combination of music, research, and pedagogy) this Master of Music Education degree:

¢  has as its core mission the creation of Master Teachers and Professional Leaders who will compete, succeed, and

contribute in an ever-changing global society.
o will contribute to ULM's excellence in teaching, research, and innovation.
*  can position an individual for acceptance into a doctoral program.

Itis a priority to ULM because we want to grow our graduate enrollment consistent with a doctoral research institution,
because no master's programs in music are available in this portion of the state, and because no MME programs are available

| anywhere in the state. Master of Music Education candidates will be important contributors to summer music activities on the
ULM campus and surrounding region and support geals of increased undergraduate music major enrollment due to the strong
relationship created between ULM faculty and graduate student music teachers.

increasing Educational Attainment or Quality of Life for Louisianians
The development of master teachers in any discipline anhances the overall education system of the State of Louisiana. A
strong system of education draws new citizens to the state, retains those citizens in the state, and produces the
intellectual capital necessary in an ever-changing technology oriented world.

A strong ULM graduate music education program will produce improved teachers who impact their students, their
communities, surrounding communities, the state of Louistana, and the southeastern region.

4, Students
Summarize student interest/demand for the proposed program.

Over twenty choir and band directors from the State have indicated an interest in obtaining a Master of Music Education
degree at ULM. Excerpts of letters from four of those individuals appear below:

To Whom It May Concern:

My name is Katherine Dew and | am a middle school choir teacher in Luling, Louisiana. | am writing to express my
interest in obtaining a Master’'s Degree in Music Education when the program becomes available at ULM. | received my
undergraduate degree at Florida State University where | worked very closely with Dr. Bowers. | was delighted when | heard of
her new position at ULM and the possible creation of a Master’s program under her instruction. If a Master's program in Music
Education is created, | will cartainly apply for acceptance. Thank you for your time.

Sincerely, Katherine Dew

Dr. Bowers,

My name is Chris King and | am the assistant band director at West Ouachita High School. You may remember me sitting across
the table from you at the District | Directors’ meeting in August.

 am very interested in furthering my education. | have two degrees from ULM, a Bachelor of General Studies (2008) and a
Master of Arts in Teaching (2009). | am currently in my 10" year of teaching at the high school and middie schoot levels,
Aithaugh the majority of my time at ULM was spent as a Music Education major {percussion), | obviously did not complete that
degree plan. Upon graduating with my BGS, | immediately enrolled in the MAT program and began classes while working as a
first-year director. My career to this point has been successful; my bands have consistently earned appropriate ratings in the
marching and concert idioms; I've worked my way through the ranks, beginning in 2 rural, high-needs district, to one of the top
high schoals in one of the top districts in the state; | have also sent many students to college on music scholarships, including
some as music majors. What has always bothered me, however, is that | did not complete the BME. | feel as though the MME
would correct that. | alsc feel that it is time for a challenge. After 10 years, | have developed habits, both good and bad. | want
to continue to grow as a teacher and a student.

What would our next step be? When will the MME program be available at ULM? What are the undergraduate requirements
and would | meet them, not having a Bachelor of Music degree?

Thank you and | lock forward to hearing back from you! Chris King
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To Whom It May Concern,

My name is Larry Williams, and | am a band director in Morehouse Parish. The University of Louisiana at Monroe
acquiring a Master of Music Education degree is an immensely exciting prospect for myself as well as others like me who desire
to further their education. It would be a tremendous boon for ULM and north Louisiana as there are no other options of school
for Master of Music Education in the region. One must travel out-of-state (and pay the increased tuition costs) to continue
their education, or be content with a Masters of Music with a concentration. Therefore, should the program be approved, I fully
intend to obtain this degree.

The faculty members at ULM are all stellar teachers and perfarmers that would insure the highest quality education
with a rigorous program. This, in turn, would allow recent graduates of other Louisiana universities to pursue a higher degree
without contributing to the “brain drain,” seasoned (and rookie) teachers to further their education, and draw in graduates
from outside the state. | would highly recommend (and hope) that ULM is approved for this program as it would be a

tremendous accomplishrment for ULM and the Universities of Louisiana system.

Larry S. Wilfiams

To Whom It May Concern:

I am a graduate from the University of Louisiana at Monroe School of Music. | currently have the Bachelors of Music
Concentration in Music Education. During my time at ULM, | had the opportunities to work with professors who are Masters at
what they do. The professors at ULM were very supportive of all types of students and learning. This made the learning
! environment very safe and comforting. There were alse numerous opportunities to work in a Master Class and also learn from
| attending one. | got to participate in an Alexander Technique Master Class and | am currently still utilizing the knowledge from
that session. | fully support ULM beginning a Masters in Music Education, With the program being in the summer time, this is
ideal for warking teachers. We will be able to financially support ourselves and our families throughout the year while
continuing to grow our knowledge, ultimately allowing us to become better at what we do. | hope to see this program come to
ULM and begin growing our educators, including myself.

Thank you,

Sydney Davis

5. Cost

Estimate new/additional costs of the projected program for the first five years. Indicate amounts to be absorbed out of current
sources of revenue and needs for additional appropriations {if any). Commit to provide adequate funding to initiate and sustain
the program. On the separate budget form, estimate new costs and revenues for the first four years.

The proposed Master of Music Education degree can be implemented with existing music faculty. Faculty involved in the
course rotations will be compensated from funds generated by graduate student tuition and State appropriations at no higher
than the maximum rate of $3,400 for a 3 credit course, 2,420 for a 2 credit course, and $1,210 for a one credit course.

Year 1 (summer 2019}

| For Rotation | there will be 24 total credits offered at a maximum cost of $24,720 in stipends for faculty. To start the program,
$5,000 will be required to purchase books, journal subscriptions, music, and other materials as required by faculty. Five
graduate students in the program the first summer will generate $20,800 in tuition. The remaining funds will come from state
appropriations of $10,980.

Year 2 (summer 2020)

During the second summer of the program, Rotation Il will be in place offering 17 credits at a maximum cost of $20,340 in
faculty stipends. After the first summer, $2,500 per year will be required to keep subscriptions and materials current. Five
additional graduate students in the program will generate $41,600 in tuition plus $21,960 in state appropriations.

Year 3 (summer 2021)

During the third summer of the program, both Rotation lIl and Rotation | will be offered with 47 total credits available and

| faculty stipends of 5 45,810, After the first summer, $2,500 per year will be required to keep subscriptions and materials
current.  The addition of five more graduate students into the program {minimum total now of fifteen) will generate $62,400
in tuition and $32,540 in state appropriations.

Year 4 and beyond (summer 2022 and beyond)
In subsequent summers, Rotation Il will always be offered to allow students to complete the degree. Rotation | and Il will be
alternated so that students can finish in three summers.
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The following simple schematic shows how students will progress through the rotations to completion. The plan assumes a
modest enrolfment of five students the first summer and increased enroliment of five additional students each summer
thereafter. It is believed that actual enrolliment will be much higher than five students based on inquiries regarding the

program that have been received thus far.

First Summer of Program 2018

Second Summer of Program 2019

Student 1 Rotation 1
Student 2 Rotation 1
Student 3 Rotation 1
Student 4 Rotation 1
Student 5 Rotation 1

Student 1 Rotation 2
Student 2 Rotation 2
Student 3 Rotation 2
Student 4 Rotation 2
Student 5 Rotation 2
Student 6 Rotation 2
Student 7 Rotation 2
Student 8 Rotation 2
Student 9 Rotation 2
Student 10  Rotation 2

Third Summer of Program 2020

Fourth Summer of Program 2021

Student 6 Rotation 3 - finished
Student 7 Rotation 3 - finished
Student 8 Rotation 3 - finished
Student 9 Rotation 3 - finished
Student 10 Rotation 3 - finished

Student 1 Rotation 3 - finished
Student 2 Rotation 3 — finished
Student 3 Rotation 3 - finished
Student 4 Rotation 3 - finished
Student 5 Rotation 3 - finished
Student 6 Rotation 1
Student 7 Rotation 1
Student 8 Rotation 1
Student 9 Rotation 1
Student 10 Rotation 1
Student 11 Rotation 1
Student 12 Rotation 1
Student 13 Rotation 1
Student 14 Rotation 1
Student 15 Rotation 1

Student 11  Rotation 2
Student 12 Rotation 2
Student 13  Rotation 2
Student 14  Rotation 2
Student 15  Rotation 2
Student 16  Rotation 2
Student 17  Rotation 2
Student 18  Rotation 2
Student 19  Rotation 2
Student 20  Rotation 2

Program continues past the fourth year following the rotations detailed above.

CERTIFICATION:

.C ief fcademic Offic

[= 1R-\%

Date

Management Board
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SUMMARY OF ESTIMATED ADDITIONAL COSTS/INCOME FOR INTENDED PROGRAM

Institution:__University of Louisiana at Monroe

Date: _ December 4, 2017

Degree Program, Unit: ___Master of Music Education, College of Arts, Education, and Sciences

FTE = Full Time Equivalent (use the institution's standard definition and provide that definition).

EXPENDITURES
INDICATE ACADEMIC YEAR: legf gT s%%g: ° TZHOII;D Fc;ng; H
AMOUNT FTE Amount FTE AMOUNT FTE | AMOUNT FTE
Faculty $24720 $ 20,340 $ 45810 $ 41,430
Graduate Assistants
Support Personnel
Fellowships and Scholarships | 0 0 0 0
SUB-TOTAL | $ 24,720 $ 20,340 $ 45810 $ 41,430
AMOUNT AMOUNT AMOUNT AMOUNT
Facilities $ $ 3 $
Equipment
Travel
Supplies $ 5,000 $ 2,500 $ 2,500 $ 2,500
SUB-TOTAL | $ 5,000 $ 2,500 $ 2,500 $ 2,500
TOTAL EXPENSES | $ 34,720 $ 25,340 $ 45,810 $41,430
' _ REVENUES R
Revenue Anticipated From:; ) AMdONT AMOUNT AMOUNT AMOUNT
*State Appropriations $ $ 10,980 $ 21,960 $ 32,940
*Federal Grants/Contracts
*State Grants/Contracts
*Private Grants/Contracts
Expected Enroliment 5 10 15 20
Tuition $ 20,800 $ 41,600 $ 62,400 $ 83,200
Fees
*QOther (Rebudgeting) $
TOTAL REVENUES | § 20,800 $ 52,580 $ 84,360 $116,140

* Describe/explain expected sources of funds in proposal text.
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Name:

Master of Music Education Degree (Summers Only):

PROGRAM OF STUDIES FORM

Degree will appear on final transcript and diploma as:

Program: Music Education

Phone: { )

Major: Music Education

Choral/General Track

CWID:

Semester Entered:

Major Professor:

Proposed Semester of Graduation:

PLACEMENT EXAM RESULT:

Music Theory P / F

Major Area
Semester Prefix Number | Title Credits | Grade
MSED 5033 Introduction to Research in Music Education 3
MSED 5010 Advanced Choral Methods 3
MUSC 4098 Choral Literature 2
MUSC 5082 Choral Conducting 2
MUSC 6087 Independent Study (in lieu of thesis) 3
MSED 5088 Survey of Diction for Singers (Orff, general 2(3)
music)
MusC 5001 Vocal Pedagogy 2
MUSC S5XXX Comprehensive Exam 0
MUSC 5041 Applied Voice (2 credits across 2 summers) 2
MSED 5XXX* | Teaching Music Students with Special Needs 2
Minimum Total 21
Other Studies in Music
Semester | Prefix Number Title Credits | Grade
MUSC 5010 Survey of Jazz History 2
MUSC 5065 Analysis of Masterworks 3
MUED 5037 Foundations in Music Education 3
MSED 5095 Applications of Music Technology 2
Minimum Total 10
The University of Louisiana Monroe Summer MME Program 8

Updated: December, 2017




Electives (Offered As Available)

Semester | Prefix Number Title Credits Grade
MUSC 5085 Conducting Practicum 1-3
MUED 4011 Current Topics in Music Education 2
MSED Pedagogy Mini-Classes:
5091 Sight Reading Pedagogy 1
5092 Kodaly Techniques i
5093 Dalcroze Techniques 1
5094 Eurhythmics Pedagogy 1
MUSC 5XXX Summer Choral Ensemble 1
Minimum Total 5

*NOTE: Music History and Music Theory review courses are remedial and designed to address academic
deficits, and they do not fulfili degree requirements under any circumstances. There are no exceptions
to this policy.

Major Professor’s Signature

Dean or Associate Dean’s Signature

Date

Date

. XXX indicates a course under development

The University of Louisiana Monroe Summer MME Program

Updated: December, 2017




Name:

Master of Music Education Degree {Summers Only}:

Degree
Program:

PROGRAM OF STUDIES FORM

will appear on final transcript and diploma as:
Music Education

Phone: { )

Major: Music Education

Instrumental

CWID:

Semester Entered:

Major Professor:

Proposed Semester of Graduation:

PLACEMENT EXAM RESULT:

Music Theory P / F

Major Area
Semester | Prefix Number | Title Credits | Grade
MSED 5033 Introduction to Research in Music Education 3
MUSC 5083 | Advanced Instrumental Conducting (2 summers) 4
MUSC 5015 | Instrumental Literature/conducting 2
MUSC | SXXX* | Marching Band Teaching and Drill Design 2
MUSC 5007 | Advanced Woodwind 1
MUSC 5009 | Advanced Brass Techniques 1
MUSC 5011 | Advanced Percussion Techniques 1
MUSC 6087 Independent Study (in lieu of thesis) 3
MSED 5XXX* | Teaching Music Students with Special Needs 2
MSED SXXX | Jazz Ensemble Techniques/Improvisation 2
MUSC 5XXX | Comprehensive Exam 0
Minimum Total 21
Other Studies in Music
Semester | Prefix Number Title Credits | Grade
MUSC 5064 Jazz History 2
MUSC 5065 Analysis of Masterworks 3

The University of Louisiana Monroe Summer MME Program

Updated: December, 2017

10



MUED

5037

Foundations in Music Education

3
MSED 5095 Applications of Music Technology 2
Minimum Total 10
Electives (Offered As Available)
Semester | Prefix Number Title Credits Grade
MUSC 5085 Conducting Practicum 1-3
MUED 4011 Current Topics in Music Education 1-3
MSED Pedagogy Mini-Classes:
5091 Sight Reading Pedagogy 1
5092 Kodaly Technigques 1
5093 Dalcroze Techniques 1
5094 Eurhythmics 1
MUSC 5XXX Summer Instrument Ensemble 1
Minimum Total 5

*NOTE: Music History and Music Theory review courses are remedial and designed to address academic
deficits, and they do not fulfill degree requirements under any circumstances. There are no exceptions
to this policy.

Major Professor’s Signature

Dean or Associate Dean’s Signature

Date

Date

e xxx indidates a course under development

The University of Louisiana Monroe Summer MME Program

Updated: December, 2017
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BOARD OF SUPERVISORS FOR THE
UNIVERSITY OF LOUISIANA SYSTEM

ACADEMIC AND STUDENT AFFAIRS COMMITTEE

February 22, 2018

Item E 4. University of New Orleans’ request for approval of a Letter of Intent to develop
a New Academic Program leading to a Master of Science in Cyber Security and
Operations.

EXECUTIVE SUMMARY

The University of New Orleans (UNO) requests approval of a Letter of Intent (Lol) to
develop a New Academic Program leading to a Master of Science (MS) in Cyber Security and
Operations. Currently, UNO is a National Security Agency (NSA) - designated Center of
Academic Excellence (CAE) in Research, and a CAE in Cyber Operations, the latter is a
particular point of distinction since only 20 universities nationwide have achieved such a
designation. Likewise, UNO is one of only three institutions to hold such a designation at both
the undergraduate and graduate levels. The proposed MS will leverage existing cybersecurity
curriculum, infrastructure, and faculty expertise to offer an advanced degree in cyber security
and operations with an emphasis on practical, in-demand skills, and advanced understanding of
the modern, fast-evolving cyber threat environment. The proposed program will be aligned with
the knowledge unit required for the upcoming new designation category of CAE in Advanced
Cyber Operation in order to further enhance its reputation and national profile.

The proposed graduate program will require 30 credit hours and will have thesis and non-
thesis options. In order to enter the program, students must have completed a recognized
baccalaureate degree as well as successfully completed the following three courses: Computer
Networking, Operating Systems, and Introduction to Cyber Security. The curriculum, as
currently designed, has a 15-hour cybersecurity core along with supporting courses, breadth
options, special topics, and research-oriented courses for the thesis option. The structure and
content of the proposed program is modelled after leading MS programs in cybersecurity (i.e.,
MS in Information Security at CMU, MS in Cybersecurity at Georgia Tech, etc.) with slight
modifications to take advantage of the particular strengths of UNO in cyber operations, reverse
engineering and malware analysis, industrial control systems/SCADA security, digital forensics
and incident response, and software security. An explicit goal of the proposed curriculum is to
align all educational outcomes with the emerging national standards for the cybersecurity
workforce — the NICE Cybersecurity Workforce Framework developed by the National Institute
of Standards and Technology (NIST). What is proposed is a natural progression for UNO since,
a concentration in information assurance at the undergraduate and graduate levels, and the
courses required of the MS in Cyber Security and Operations are already in existence. The
proposed degree will be relevant to a wider professional audience, including mid-career
individuals in need of systemic training in cybersecurity to advance professionally.



Executive Summary E.4.
February 22, 2018
Page 2

There is a well-documented and pervasive shortage of cybersecurity professionals at all
levels of industry and government not only in Louisiana but nationally. The Bureau of Labor
Statistics projects a growth in information security analyst positions of 28% from 2016 to 2026,
much faster than the average for all occupations. According to the Louisiana Workforce
Commission, information security analyst is among the top 10 fastest growing occupations, with
a projected statewide growth of 33.8% through 2024, and a median 2016 salary of $82K; for the
Greater New Orleans Area (which is serviced by UNO) the corresponding salary is $91K with
growth projected at 46%. The proposed program responds not only to the needs of the State, but
also to the security needs of the nation, which is under constant attack in the cyber domain. In
addition, the creation of such a program aligns with UNO’s desire to provide talent-laden
graduates who not only meet the needs of companies that currently reside in their region but also
contribute to bringing new organizations to Louisiana, such as DXC Technology which will
establish a 2,000-job Digital Transformation Center in the heart of New Orleans.

The proposed program will target two main streams of potential students — alumni of
traditional undergraduate programs in Computer Science (CS) and professionals with non-CS
degrees who are currently working in cybersecurity or are seeking a career change. UNQ’s BS
in Computer Science, with nearly 400 majors, will be a primary feeder since the proposed MS
will be of interest to those students seeking advanced professional placement as well as
providing a bridge to the PhD in Applied and Engineering Science for those seeking a path to a
research-focused career in cybersecurity. The ultimate goal is to establish a degree with a
national reputation that will draw students from outside of Louisiana. The University projects an
initial enrollment of 12 students with enrollment growing to 30 by YR4.

The Department of Computer Science will provide oversight of the proposed program
which will be tightly integrated with the existing programs in Computer Science at the graduate
and undergraduate levels. The new program will require no new physical infrastructure and will
benefit from existing faculty resources. The only additional cost for implementation is the
addition of one tenure-track faculty member that will accommodate the increased frequency of
graduate course offerings. Cost incurred as a result of a new hire will be offset by tuition and
fees.

RECOMMENDATION
It is recommended that the following resolution be adopted:

NOW, THEREFORE, BE IT RESOLVED, that the Board of Supervisors for the
University of Louisiana System hereby approves the University of New Orleans’ request for
approval of a Letter of Intent to develop a New Academic Program leading to a Master of
Science in Cyber Security and Operations.
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THE UNIVERSITY of
NEW ORLEANS
OFFICE OF THE PRESIDENT
January 12, 2018
Dr. Jim Henderson
President
The University of Louisiana System
1201 North Third Street

Baton Rouge, LA 70802

Dear Dr. Henderson,

The University of New Orleans requests approval for a Letter of Intent for a Master of
Science in Cyber Security and Operations. The establishment of an M.S. degree in Cyber
Security and Operations would leverage over a decade of experience in cybersecurity
education and research to develop a program with a national reputation.

Thank you for your consideration of this request. Please do not hesitate to contact me
should you have any questions.

Sincerely,

John W. Nicklow
President

2000 Administration Annex | 2000 Lakeshore Drive | New Orleans, Lovisiana 70148
phone 504.280.6201 | fax 504.280.6872

A Member of the University of Louisiana System Committed ta Equal Opportunity



LOUISIANA BOARD of REGENTS
LETTER OF INTENT to DEVELOP a NEW ACADEMIC PROGRAM [Oct 2015)

General Information Date: January 25, 2018
Institution: Requested CIP, Designation, Subject/Title:
University of New Orleans CIP: 11.1003) Computer and Information Systems

Security/Information Assurance
Designation: Master of Science
Subject/Title: Cyber Security and Operations

Contact Person & Contact Info:

VassiL Roussev, Ph.D.

Director, Greater New Orleans Center for Information Assurance (GNOCIA)
Canizaro-Livingston Endowed Professor in Cybersecurity

Professor of Computer Science

332 Mathematics Bldg, University of New Orleans,

2000 Lakeshore Dr., New QOrleans, LA 70148

504.280.2405 vassil@cs.uno.edu

INTRODUCTION: INSTITUTIONAL CONTEXT
The University of New Orleans {UND) proposes the establishment of an M.5. degree in Cyber Security and
Operations, which would leverage over a decade of experience in cybersecurity education and research to
develop a program with a national reputation.

At present, UNO is an NSA-designated Center of Academic Excellent (CAE) in Research, and a CAE in Cyber
Operations; the latter is a particular point of distinction as only 20 universities have achieved this designation
nationwide!. UNO is one of only three institutions to hold it at both the undergraduate and the graduate levels.
The proposed degree program will leverage the existing curriculum, infrastructure, and faculty expertise to offer
the highest quality educational experience, and a highly respected academic credential. The program will be
aligned with the knowledge unit requirements for the upcoming new designation category of CAE in Advanced
Cyber Operations in order to further enhance its reputation and national profile.

The structure and content of the program is modelled on Jeading M.5. programs in cybersecurity, such as the
M.S. in Information Security at CMU?, and the M.S. in Cybersecurity at Georgia Tech?, with adaptations to take
advantage of the particular strengths of UNQ in cyber operations, reverse engineering and malware analysis,
industrial control systems/SCADA security, digital forensics and incident response, and software security.

An explicit goal of the proposed curriculum is to align all educational outcomes with the emerging national
standard for the cybersecurity workforce—the NICE Cybersecurity Workforce Framework® developed by NIST.
The framework defines categories, specialty areas, wark roles, knowledge, skills & abifities (KSAs), tasks, and
competencies, as they relate to the professional requirements of cybersecurity work. As a result, upon
graduation, alumni will be demonstrably qualified to fill specific jobs in the workforce.

The program will be hosted by the Greater New Orleans Center for Information Assurance (GNOCIA)—a research
center recognized by the LA Board of Regents®*—which is uniquely positioned to support graduate education.
Since its inception in 2009, the GNOCIA has heen awarded over $6.5 million in research grants and contracts,
including $2 million in active current funding, which supports over 15 graduate and undergraduate research
assistants, two postdoc/research staff, and one adjunct facuity members.

1. Program Objectives and Content
Describe the program concept: purpose and objectives; basic structure and components/concentrations; etc. Include the
draft curriculum.

1 hitpes/jwww.nsag ovfresources/educators/centers-academic-excellence/cyber-operations/centers.shtm

2 httpo//www.ini.conu.edu/degrees/msisfindex htm)

3 httos://www.cc gatech.ed u/master-science-cybersecurity

4 hitps://www.nist pov/itl/applied-cybersecyrity/nice/resources/nice-cybersecurity-workforee-framework

B hitto://regents state.la.us/assets/docs/2015/05/BoR-Approved-Research-Units-ingluded-COE- Apr- 2015 pdf
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Purpose:
Leverage UNQ’s existing cybersecurity curriculum, faculty, and infrastructure to offer an advanced degree in cyber
security and operations with an emphasis on practical, in-demand skills, and advanced understanding of the modern, fast-
evolving cyber threat environment.

Objectives:
1. Expand UNO's professional degree offerings by providing advanced education in a fast-growing, in-demand area of
high relevance to the State of Louisiang, and the nation as a whole.
2. Increase the knowledge, skills, and employability of graduating students by offering them an advanced, employer-
relevant credential.
3.  Attract professionals already employed in cyber roles for advanced career-enhancing training.
4. Raise the profile of University of New Orleans (UNQ) and the Greater New QOrleans metro as a national center of

advanced cybersecurity expertise.

Structure and Content:

Hours. The MasTer of Science in Craer SecuriTy & OperaTiONS degree, herein referred to as the degree, requires a
minimum of 30 credit hours, and will have both thesis and non-thesis options,

PrerequisiTes. In order to enter the program, students must have completed 2 four-year Baccalaureate degree
recognized by the University of New Orleans. Student must have successfully completed the following three UNO
courses, or equivalent at another institution: CSCI 4311 Computer Networking, CSCl 4401 Operating Systems, and
CSClI 4621 Introduction to Cybersecurity. Students who do not meet the prerequisites can begin their program by
taking the corresponding 5000-level section of these courses.

CORE REQUIREMENT. ALL degree students must complete at least five core 6000-level (15 credit hours) courses in

cybersecurity from the ones listed below.

SeeciaL Topics. Students may earn up to 6 credit hours {two courses) towards the degree for CSC! 6620 Special Topic in

Cybersecurity if the topics covered between the two offerings are substantially different. Enrollment in the second

topics course must be pre-approved by the Graduate Coordinator for the student to receive credit towards the

degree.

BreapTd oPTION. Students can take up to five 6000-fevel courses (15 credit hours) towards satisfying the degree

requirements from the 6000-level sreapTH courses listed below in the SYSTEMS and ALGORITHMS categories.

o  If two, or three, breadth courses are taken, then at feast one of each of the two categories—svysTems and
ALGORITHMS—must be present.

o Iffour, or five, breadth courses are taken, then at feast two of each of the two categories—sysTems and
ALGORITHMS—must be chosen.

SurrORTING COURSES OPTION. At most 9 credit hours of the 5000-level surrorTING courses listed below can count towards

satisfying the degree requirements. Students who have taken for credit C5CI 4622, CSCI 4623, CSCI 4625, and C5CI

4626 cannot take the corresponding 5000-level section for credit towards the degree.

THESIS OPTION (RESEARCH TRACK). The program offers research-oriented MS students to take up the master's thesis

option, which entails taking 6 credits of CSC! 7000 Thesis Research (at most 3 credits per semester} working with a

faculty advisor an a research problem in cybersecurity in lieu of two elective courses; the thesis topic must be in

cybersecurity.

NON-THESIS OPTION {PROFESSIONAL TRACK). Non-thesis students must complete at feast six core 6000-fevel (18 credit hours)
courses in cybersecurity, as listed below. CSCI 7000 Thesis Research cannot be used to satisfy the credit requirements
of the non-thesis option.

PREREQUISITES:
€SCl 4311/5311 Computer Networking & Telecommunications (3 cr)
CSCI 4401/5401 Principles of Operating Systems {3cr)
CSCl 4621/5621 Introduction to Cybersecurity {3cr)
SuppoRTING courses {S000-level):
CSCI 5622 Reverse Engineering & Malware Analysis (3cr)
CSCl 5623 Digital Forensics (3 cr}
CSCI 5625 Network Operation and Defense (3 cr)
CSCl 5626 Introduction to Cryptography {3cr}
CoRe cybersecurity courses (6000-level}):
CSCI 6620 Special Topics in Cybersecurity (3cr)
CSCl 6621 Advanced Network Security & Operations (3cr)

CSCI 6623 Advanced Digital Forensics & Incident Response (3cr)
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CSCI 6624 Advanced Operating Systems Security (3er)
CSCI 6625 Penetration Testing and Vulnerability Assessment (3¢r)
C5Cl 6626 Advanced Cryptography (3 cr)
CSC1 6627 Industrial Control Systems Security (3 cr)
CSCH 6628 Software Security {3 cr)
CSCl 6629 Programming Language Security (3 cr)
BREADTH courses (6000-level):
[svstEms] CSCI 6350 Development of Distributed Software (3¢cr)
[svsTeEms) CSCI 6361 Topics in Mobile Computing (3cr)
[sysTEms] CSCI 6450 Principles of Distributed Systems (3 cr)
[svsTems] CSCI 6452 Cloud Computing {3cr)
[aLGORiTHMS) £SCI 6250 Big Data Analytics and Systems {3cr)
[aLGoRITHMS] CSCI 6633 Computer Vision (3 cr}
[aLGORITHMS] CSCI 6634 Data Visualization {3 cr}

{ALGoRITHMS] CSCI 6635 Theory & Computer Applications for Pattern Recognition {3 ¢r)
[awGoRriTHMS) CSCI 6650 Intelligent Agents and Multi-Agent Systems {3 cr)

BRIEF COURSE DESCRIFTIONS [cybersecurity courses; semester credit hours each}

CS5C1 5621 Introduction to Cybersecurity — Overview of information assurance; physical security models; authentication
and access control mechanisms; application and operating system level security; malicious software; overview of digital
forensics; encryption, including private- and public-key encryption methods. A balance between theory and
historical/current practice. Students will be required to develop a large project in a team setting.

C5CI 5622 Reverse Engineering & Malware Analysis -- Deep analysis of the code, structure, and functionality of software
using both static and dynamic methods. The course provides a solid foundation crucial to understanding modern
malicious software and crafting potential solutions to recover from and prevent attacks.

CSCI 5623 Digital Forensics -- An introduction to the theory and application of computer forensics; topics include: types
of digital evidence, obfuscation methods used to hide digital evidence, such as steganography and encryption, tools for
data preservation and recovery, techniques for ensuring data security, and legal issues in the preservation, recovery, and
presentation of digital evidence. The course includes a substantial lab component.

€5C1 5625 Network Operation and Defense —- An introduction to network and system administration with an emphasis on
defensive techniques. Topics include processes and files; scripting; system installation; boot and shutdown; process
management; daemons and services; devices and drivers; network fundamentals; network file systems; network services;
encryption and key management; PKI; intrusion detection; kernel configuration; accounting and system logging; security.
The course requires lab projects on dedicated departmental equipment.

CSCl 5626 Introduction to Cryptography — Elementary ciphers, Data Encryption Standard, Advanced Encryption Standard
{Rijndael), Rivest-Adleman-Shamir {RSA) encryption, select topics in modern cryptography. This course contains both
programming assignments and proofs as problem options.

€SCl 6620 Special Topics in Cybersecurity — Advanced graduate-level course whose topics change from semester to
semaster; can be taken multiple times for credit with department consent.

C5Ci 6621 Advanced Network Security & Operations - Advanced network security and operation, emphasizing the
development and application of tools and techniques for securing computer networks and preservation and recovery of
digital evidence in networked environments. Topics include: network security concerns, network intrusion detection,
honeypots and honeynets, and network forensics analysis. The course includes a substantial lab component.

C5C1 6623 Advanced Digital Forensics & Incident Response — Advanced digital forensic methods: main memory
acquisition and analysis, live forensics, cloud forensics, acquisition and forensic analysis of data from cloud services.
Integrity analysis, malware sample extraction from RAM capture, rootkit detection and analysis.

€SCl 6624 Advanced Operating Systems Security - 05 level mechanisms and policies in investigating and defending
against real-world attacks on computer systems, such as self-propagating worms, stealthy rootkits and large-scale
botnets. OS security techniques, such as authentication, system call monitoring, as well as memory protection will be
discussed. Recent advanced techniques such as system-level randomization, hardware/software virtualization, and other
hardware features will also be introduced.

CSCI 6625 Penetration Testing and Vulnerability Assessment -- Introduces network penetration testing as a means to
continually improve the cyber security mechanisms deployed by an arganization. Provides students with hands-on
experience with reconnaissance, footprinting, scanning, vuinerability detection, reporting, and remediation techniques
employed during a test.

CSCl 6626 Advanced Cryptography -- Modern cryptographic problems, including key management, public-key encryption,
knapsack methods, number-theoretic methads, and the RSA public-key cryptosystem, digital signatures, the Digital
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Signature Standard, and cryptanalysis of knapsacks; threshold schemes, zero-knowledge protocols, mental poker, and
implementations on uniprocessor machines, networks, and parallel machines.

CSCI 6627 Industrial Control Systems Security — This course introduces the basics of industrial control systems, how their
components interact with each other, how they can be programmed, their network protocols, cyber vulnerabilities and
threats related to control systems, and how they are tackled in industry.

CSCl 6628 Software Security -- Secure software processes, common software vulnerabilities (input injection, buffer
overflow, SQL injection, denial of service), data sensitivity, web security, secure authentication, usable security, secure
design, secure coding practices, code review, static analysis, security testing.

€SCl 6629 Programming Language Security -- Programming language security features and, conversely, language features
that give rise to vulnerabilities. Topics include the development of secure programs of secure programs in high-level
programming languages such as C/C++/lava, programming languages designed from the ground up to support security,
and software engineering security principles and patterns.

The proposed curriculum is almast entirely in existence. The only addition is the creation of the CSCI 6620 Special Topics in
Cybersecurity course, which is designed to host a rotating cast of advanced topics (typically tied to faculty research). An
additional three courses CSCI 6621, 6623, and 6624 will undergo a moderate refresh to better align their content with the
new NSA Advanced Cyber Operation designation. Some the existing course will be renamed and renumbered in order to
achieve the presented streamlined state of the curriculum, which is designed to be easier for students to navigate.

2. Need

Outline how this program is deemed essential for the wellbeing of the state, region, or academy (e.g., accreditation,
contribution to economic development; related to current or evolving needs within state or region). Cite data to support
need: employment projections; supply/ demand data appropriate to the discipline and degrae level. Also, identify similar
programs in the state and explain why the intended one should not be perceived as unnecessary duplication.

WORKFORCE NEEDS

There is a well-documented and pervasive shortage of cybersecurity professionals at all levels of industry and government.
Nationally, the existing-jobs-to-open-positions ratio for all jobs is 5.6; for cybersecurity, it is 2.5 and is considered very low®,
For the State of Louisiana, the ratio is 3.06; for the New Orleans Metro, it is 2.87. Such tight labor markets inevitably result in
fast job growth and higher salaries.

According to the Louisiana Workforce Commission, information security analyst is among the top 10 fastest growing
occupations?, with a projected statewide growth of 33.8% through 2024, and a median 2016 salary of 582,643. For the New
Orleans area (RLMA 1), the corresponding median salary is $51,486 while growth is projected at 46%; for the Baton Rouge
area (RLMA 2} the figures are $87,313 and 42%, respectively. In addition to cybersecurity occupations physically hasted in
the State of Louisiana, the advanced training to be provided by the program will open up remote work opportunities for the
graduates, which are increasingly commaon.,

According to the Bureau of Labor Statistics, the median annual wage for informaotion security analysts® was $92,600 in May
2016, with the highest 10% earning more than $147,290. Employment of information security analysts is projected to grow
28% from 2016 to 2026, much faster than the average for all occupations.

The proposed program responds not only to the labor needs of the State, but also to the security needs of the nation, which
is under constant attack in the cyber domain, This requires the fast buildup of highly trained professionals, and graduates of
the program will make a proud contribution to this national security effort. The program aims to attract professionals from
other parts of the country for training and subsequent employment in Louisiana’s growing tech sector.

REGIONAL EMPLOYER NEEDS

Between the Greater New Orleans Area (1.5 million; 2016}, and the Baton Rouge Metro {830,000; 2016} UNQ is perfectly
positioned to serve half of Louisiana’s population within commute distance, including the main centers of commerce and
state, federal, and local government. A substantial number of critical infrastructure installations {such as ports, refineries,
pipelines, and power plants) are located in the region. These are an increasingly common target of cyberattacks, with
potentially major implications for the safety and wellbeing of Louisiana residents, and appropriately growing cyber
workforce needs.

On Nov 13, 2017, Gov. Edwards and Mayor Landrieu announced? that DXC Technology will establish a 2,000-job Digital
Transformation Center in the heart of New Orleans. In Louisiana, Virginia-based DXC Technology will pursue a highly
integrated mode| of higher-education workforce solutions to prepare talent for its Digital Transformation Center in New
Orleans, where next-generation technology services that support clients’ digital transformations will be developed and

& http://cyberseek.orpfheatmap.html
7 hitp:/fwww.laworks.net/LaborMarketinfo/LMI_OccTopGrowth.asp?years=20152024

® https://www.bls gov/coh/computer-and-information-technology/informaticn-security-anatysts.htm
? http:/faov.louisiana gov/index.cim/newsroom/detail /1129
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delivered beginning January 2018. DXC wilt hire? 300 IT and business enterprise professionals during 2018, then ramp up to
2,000 jobs over five years and an annual payroll exceeding $133 million by 2025.

In addition to the 2,000 new direct jobs, Louisiana Economic Development estimates the project will result in 2,257 new
indirect jobs, for a total of more than 4,250 new jobs in the state’s Southeast Region. Company officials identified New
Orieans as a talent-laden, culturally diverse, high quality-of-life city that would appeal to the technology professionals it will
hire for its Digital Transformation Center. DXC serves nearly 6,000 major clients across 70 countries, and the New Orleans
center will support a global clientele.

The quality of the Department of Computer Science has been instrumental in convincing GE to create and expand GE Digital
— New Orleans {formerly, GE Capital Technology Center - New Orleans). Through the Software Engineering Apprenticeship
Program (SWEAP) formed between the Compute Science and GE, some 30 graduates of the program have joined GE as full-
time employees. As GE Digital continues to expand into Internet-of-Things {loT) services, its cybersecurity needs will
continue to expand, and witl require the advanced skills provided by the program,

Space and Naval Warfare Systems Command (SPAWAR) New Orleans - located next to the UNO main campus — is another
employer relying on UNQ for its constantly growing needs for trained cybersecurity professionals, and for providing
additional training of its current workforce. Historically, a substantial number of graduate students at UNO have come from
employees of Lockheed Martin, the US Navy, Naval Research Laboratory, and others, lacated at Stennis Space Center, which
is only 46 mi away from UNO.

GRADUATE FROGRAMS AT OTHER LOUISIANA INSTITUTIONS

Louisiana Tech, LSU, Southern University, ULL, UNO: Master of Science in Computer Science
Several institutions across the state, including UND, offer a Master’s degree in Computer Science. The principal difference
between these programs and the proposed one is that they aim to develop advanced (beyond the B.S. level) algorithmic
thinking and practical software development skills. The curriculum typically touches upon security topics, but the overall
focus is on building a well-rounded software developer, rather than professional cybersecurity expert as aimed by the
proposed program.

The UNO program offers a concentration in Information Assurance, which is aimed at providing a focus on similar skills as
the new program. The experience from operating this concentration, as well as extensive discussions with employers, has
informed the need to go further and develop the proposed program as a standalone degree,

LSU Shreveport: Master of Science in Computer Systems Technology!!

This is an interdisciplinary program with a computer science core and elements of mathematics, biology, and business.
Current concentrations include computer science, biomedical informatics and business administration. This is substantially
different from the proposed program, which is entirely focused on building advanced cybersecurity skills.

Louisiana Tech: MBA/Information Assurance Concentrationi?

The degree focuses on business management concerns, and the concentration requires only 6 cradit hours of additiona!
work. In contrast, the proposed program allows up to 10 intensive technical cybersecurity courses towards degree
completion, and does attempt to build managerial skills.

Northwestern State University: Master of Science in Homeland Securityl?

This program is hosted by the Department of Criminal Justice, History, and Social Sciences, and is primarily designed to train
intelligence and counter-terrorism analysts. The vast majority of the curriculum is focused on understanding crime,
terrorism, public policy, and legal issues as they related to homeland security; only twe course have a more technical focus
on cyber security and forensics. In contrast, the proposed program allows up to 10 intensive technical cybersecurity courses
towards degree completion.

Tulane University: Master of Professional Studies in Homeland Security Studies™

This program focuses on practical applications of security and emergency management; it targets forensic accountants,
intelligence officers, counterterrorism analysts, security analysts, emergency management specialist, cyber-security
managers, and safety managers. The curriculum includes only a single introductory course on cyber threats, unlike the newly
proposed program, which focuses on deep technical skills, and not on management.

Louisiona Tech: Master of Science in Cyber Technology's [proposed])

10 https://lovisianajobconnection.com/DXCTechnolagyNola

1 pttpef fwww lsus edu/academics/graduate-studies/graduate-programs/master-of-scisnce-in-computer-systems-technelogy
12 e fevwew. business latech edu/graduate/mbafindex.htm

13 hips:/fwww.nsula.ed u/ensufonline-programs/master-of-science-in-homeland-security/

Lt htip://sopa tulane edu/deprees-programs/masters-degrees/master-professional-studies-homeland-security-studies
15 hiip:f fulsystem.edu/assets/docs fsearchable/meetings/201 7/ Academick 20and%20Student % 20Afairs%200ctober k20201 7. pdf
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Based on the Letter of Intent to the UL System Board of Supervisors, the M.S. in Cyber Technology at LaTech is somewhat
similar to the M.S. in Cyber Security and Operations proposed by UNO. However, there are several substantive differences
which make the two programs quite different in practical terms:

o Dual tracks. The UNO program offers two different tracks to its program—research and professional. The research track

| requires a Master’s thesis, and allows for more breadth courses in systems and algorithms; it is designed for students
who are interested in research and advanced product development of cybersecurity products, and often continue on to
our Ph.D. program. The professional track is designed to maximize practical skill development and is aimed at students
interested in directly joining the operational environment, or are working professionals in need of upgrading their skills.

= (Content emphasis. LaTech's program places a heavy emphasis on forensics, with six of the eleven courses focused

exclusively, or primarily, on a variety of forensic analysis techniques. In contrast, UNQ'’s program is focused to a
substantial degree on both offensive and defensive cyber operations, with a cluster of five of the courses in that area
with little-to-no overlap with LaTech’s proposed offerings,

o Speciallzations. UNO has worked hard to develop the expertise and infrastructure to offers a specialized course in
Industrial Control Systems Security {directly relevant to critical infrastructure protection in Southeast Louisiana), and we
expect to soon be able to offer a follow-up Hardware Reverse Engineering course. Another emphasis is software and
programming language security, which aim to build deeper understanding of how to engineer secure software from the
ground up. The special topics class, CSCE 6620, provides the means to offer a rotating cast of specialized courses on
advanced topics {Hardware Reverse Engineering, Privacy & Anonymity, etc.}, and will be one more way to diversify the
skill set of our graduates.

Overall, seven of the nine 6000-level courses proposed by UNO do not appear to have a direct analog in LaTech’s proposed
curriculum. This illustrates the fact that the two programs have different histories, target different learning outcomes, and
provide different skill sets.

The two programs are also aimed at different, and complimentary, student populations and geographical areas, and cannot
be considered duplicative.

Finally, based on the overall demand, which is currently estimated at 1,680 open positions for all of Louisiana® {and expected
to grow) even the combined projected output of 70 {Year 4) for the two programs will constitute a small fraction of the

| openings.

3. Relevance
Explain why this program is an institutional priority at this time. How will it (a) further the mission of the institution and
{b) increase the educational attainment or quality of life of the people of Louisiana.

INSTITUTIONAL PRIORITY

The University of New Orleans is a comprehensive urban research university committed to providing educational excelience
to a diverse undergraduate and graduate student body, The proposed program completely in line with these strategic
priorities, as it strives to accommodate and maximize the benefits to different student populations, while providing them
with advanced knowledge and applied skills rooted in faculty research experience and hands-on expertise.

The proposed program is a natural progression of systematic efforts, commenced as early as 2003, to build the University of
New Orleans into a center of excellence in cybersecurity. Presently, the Department of Computer Science offers
concentrations in information assurance at both the B.S. and M.S. level, and the courses referenced in this proposal are in
existence and have been part of the regular academic schedule. The proposed degree will make them relevant to a wider
professional audience, including mid-career individuals in need of systematic training to in cybersecurity to advance
professionally.

By leveraging the expertise, curriculum, and infrastructure developed over the last decade, UNO will be able to cost-
efficiently create a program that directly responds to one of the highest areas of highest demand and most acute shortage of
professionals with advanced training both within Louisiana and nationwide.

EDUCATIONAL ATTAINMENT AND QUALITY OF LIFE FOR LOUISIANA RESIDENTS

The proposed Master's degree is a carefully considered, forward looking commitment on part of UNQ, which seeks to
provide new opportunities for educational attainment to Louisiana residents. With approximately half the population of the
State within commutable distance, the program would put within their reach the opportunity for advanced education and
training in cybersecurity that few institutions around the country can provide.

As the experience with GE Digital in New Orleans shows, technology companies readily respond to the availability of
qualified workforce by creating well-paying jobs, which lift the standards of living and have a multiplier effect on the local
economy. Other expected benefits include attracting remote work to the area, formation of new enterprises, and attracting
highly qualified residents from other parts of the country.

Another broad impact is the increased availability of well-trained cybersecurity professionals, which will improve the
security of the cyberinfrastructure of numerous enterprises that are critical to normal life—power grid, water distribution,
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health care, banking, etc. There is every reason to believe that these will be under increasing attack for the foreseeable
future, so the prevention of massive security breach will depend on a high-quality cyber workforce.

4. Students
Summarize student interest/demand for the proposed program.

The proposed Master's cybersecurity program seeks to address the interests of both traditional and non-traditional students
in the Department of Computer Science, The program will offer two curricular options— research track {thesis option) and
professional track {non-thesis). The thesis option is designed for students interested in a career in cybersecurity research,
possibly continuing towards a doctoral degree. The non-thesis option is designed to maximize the acquisition of advanced
practical skills and a corresponding professional placement in industry, or government.

According to a report by the Center for Cyber Safety and Education®s, globally, 87% of cybersecurity worker did no stort their
career in cybersecurity. Of these, in North America, 35% came from non-IT background. These statistics point to a clear need
to provide educational options that fit different student populations.

The program will target two main streams of potential candidates—alumni of traditional undergraduate programs in
Computer Science {CS), and professionals with non-CS degrees who are currently working in cybersecurity, or are seeking a
career change. UNQ’s B.S. program in Computer Science, with nearly 400 majors, and available concentration in
cybersecurity will be a primary feeder, but the ultimate goal is to establish a degree with national reputation.

Unlike traditional M.S. programs in CS, the emphasis of the proposed degree in Cybersecurity will not be the development of
advanced programming skills, but on building a deep understanding of the operational cyber threat environment, and the
security needs of the modern IT enterprise. As an NSA-designated Center of Academic Excellence in Cyber Operation (one of
only 18 nationwide}, UNO is perfectly position to fulfill this mission. Faculty are highly experienced in working with students
from a wide variety of backgrounds, and this experience has informed the development of the presented curriculum.

TRADITIONAL STUDENTS

The new program will provide a natural extension of the existing B.S. in Computer Science program with a concentration in
Information Assurance (IA) both for students seeking advanced professional placement, and for those seeking a path to a
research-focused career in cybersecurity, providing a bridge to the Ph.D. program in Applied and Engineering Science.

The B.S. program has experienced rapid growth over the last five years, with enrollment doubling from 193 in Fall 2012 to
389 in Fall 2017, for an annual growth rate of 15%. There has been a strong and growing interest in the IA concentration
with over 14 students signing up for it in the Fall 2017 semester alone.

Assuming a conservative 6% annual growth rate from current level, by Year 4 (AY 21-22) the undergraduate program is
expected to reach 500 students. Based on the current number of students, and the ratio of current graduates to enrollment
from five years back, we project the B.S. in Computer Science to yield 60 alumni. In addition, we expect some of our M.S, in
Computer Science students to opt for a dual major; at present, the program yields 30-35 graduates annually. The two
programs should be considered independent {of each other) feeders as less than 10% of the students entering the M.5.
program are graduates of the undergraduate program in Computer Science.

NON-TRADITIONAL STUDENTS

As an urban research institution, UNO welcomes and accommodates the diverse backgrounds of all of our students. One
student group of particular relevance to this program are veterans who often seek to continue their careers as cyber
professionals in the DoD enterprise. They are highly valued as potential employees, and many have the requisite security
clearance to immediately work in an operational environment. The University of New Qrleans currently enrolls 250 veterans
as students and has been recognized as a “Governor’s Military and Veteran Friendly Campus”??,

Through its professional track, the program will actively seek to attract working professional from SPAWAR New Orleans,
Naval Research Lab, US Navy, large industrial companies like Shefl, as well as banking and the IT industry, which already hire
a significant portion of our graduates.

5. Cost

Estimate new/additional costs of the projected program for the first five years. indicate amounts to be adsorbed out of
current sources of revenue and needs for additional appropriations (if any). Commit to provide adequate funding to
initiate and sustain the program. On the separate budget form, estimate new costs and revenues for the first four years.

16 hipe: /fiatheybersafe org/wp-content/uploads/2017/07/N-America-GISWS-Report. pf
Y hitp:/f/www.uno.edu/news/2015/UniversityofNewQrleansRecognizedforitsServicetolSMilitaryVeterans.aspx
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The proposed program will be run by the Department of Computer Science, and will be tightly integrated with the existing
programs in Computer Science at the graduate and undergraduate level. Specifically, the new program will require no new
physical infrastructure, and will share existing faculty resources.

COST ESTIMATE
The only additional cost anticipated by the introduction of the M.S. in Cybersecurity degree is the addition of one tenure-
track faculty member in order to accommodate the increased frequency of graduate course offerings. We estimate the

| additional load will be equivalent to two courses per semester, or a % FTE; the remaining ¥% FTE would be in support of the
Computer Science degree programs in the department.

Based on recent hiring experience, and on the authoritative 2016 Toulbee Survey's, the annual cost of hiring a new tenure-
track Assistant Professor is estimated at $150,000 including full-time salary and mandatory fringe benefits. Fifty percent of
the cost is attributed to the new program.

REVENUE ESTIMATE

The expected tuition revenue is calculated based on the official UNO tuition estimate for the next four years, starting in Fall
2018, multiplied by the projected enrollment. The fee revenue is derived from the $35/credit differentiol fee assessed on all
computer science courses at UNO; the calculation assumes 15 credit hours annually.

YEAR 1 YEAR 3
Tuition: 12 x $7,127 = 585,520 Tuition: 24 x $8,520 = $204,480
Fees: 12 %15 crx $35 Jer=56,300 Fees: 24 x 15 ¢crx $35 fer=$12,600
Total 591,820 Total $217,080
YEAR 2 YEAR 4
Tuition: 18 x57,790 = $140,220 Tuition: 30x $9,323 =5279,700
Fees: 18 x 15 crx 535 fer = 99,450 Fees: 30 x 15 ¢rx 535 /er = 515,750
Total $149,670 Total $295,450

These projections show that the program requires an enrollment ten students to be sustainable, which is expected as soon
| as the first year. By Year 4, the projected enrollment is three times the minimum level,

CERTIFICATION:
Chief Academic Officer Date
Management Board Date of Approval by Board

) https://cra.orgfern/wp-content/uploads/sites/7/2017/05/2016-Taulbee-Survey.pdf
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SUMMARY OF ESTIMATED ADDITIONAL COSTS/INCOME FOR INTENDED PROGRAM

Institution: University of New Orleans

Degree Program, Unit: MS Cybersecurity and Operations

FTE = Full Time Equivalent (use the institution's standard definition and provide that definition).

Date: January 25, 2018

EXPEND_I_TI_;_IRE_S
e e e e FIRST SECON THIRD FOURTH
AMOUNT | FTE | Amount | FTE | AMOUNT | FTE | AmouNT | FTE
Faculty (1 new) $150,000 | 0.5{ $150,000| 0.5| $150,000| 0.5]| $150,000| 0.5
Graduate Assistants
Support Personnel
Fellowships and Scholarships
SUB-TOTAL $75,000 $75,000 $75,000 $75,000
AMOUNT AMOUNT AMOUNT AMOUNT
Facilities $ $
Equipment
Travel
Supplies
SUB-TOTAL $ 3
TOTAL EXPENSES $ 3
REVENUES
Revenue Anticipated Froh: AMOUNT AMOUNT AMOUNT AMOUNT
*State Appropriations $ $
*Federal Grants/Contracts
*State Grants/Contracts
*Private Grants/Contracts
Expected Enroliment 12 18 24 30
Tuition $85,520 $140,220 $204,480 $279,700
Fees $6,300 $9,450 $12,600 $15,750
*Other (specify)
TOTAL REVENUES $91,820 $149,670 $217,080 $295,450

* Describe/explain expected sources of funds in proposal text.

LA BoR - Oct 2015




BOARD OF SUPERVISORS FOR THE
UNIVERSITY OF LOUISIANA SYSTEM

ACADEMIC AND STUDENT AFFAIRS COMMITTEE

February 22, 2018

Item E.S. University of New Orleans’ request for approval to award a Doctorate Honoris
Causa to Mr. Paul David Hinnenkamp at the Spring Commencement Exercises.

EXECUTIVE SUMMARY

The University of New Orleans (UNO) requests approval to award a Doctorate Honoris
Causa to Mr. Paul David Hinnenkamp at the 2018 Spring Commencement Exercises. Mr.
Hinnenkamp has had a long and successful career at Entergy Corporation; he joined Entergy in
2001 becoming a Vice President and Officer of the company at the age of 39. Currently serving
as Chief Operating Officer and Executive Senior Vice President, Mr. Hinnenkamp is responsible
for executive oversight of safety, power generation, transmission, system planning, capital
project management, and compliance with North American Electric Reliability Corporation
Critical Infrastructure Protection standards. Through his vast knowledge and expertise he
created, implemented, and led a $10B capital plan to improve system reliability, meet increased
demand, replace aging infrastructure, and deploy new technologies such as smart meters as part
of Entergy’s focus to modemize the grid. The efforts made by Mr. Hinnenkamp and his
management teams in the past and under his current role have substantially contributed to
placing Entergy as one of the cleanest, safest, and most reliable electric utilities in the nation.

In addition to his aforementioned expertise and responsibilities, Mr. Hinnenkamp spent
much of his career in nuclear power operations and fulfilled key leadership roles at five (5)
different nuclear plants across the country. He received his Senior Reactor Operator license for
the Peach Bottom Atomic Power Station from the United States Nuclear Regulatory Commission
at the age of 31. Mr. Hinnenkamp eamed an MBA from the University of Illinois and a Bachelor
of Science in Electrical Engineering from Villanova University. In addition, he completed
Harvard University’s Negotiations Skills for Executives Program.

Throughout his noteworthy career, Mr. Hinnenkamp has made significant contributions
to the energy sector. The University of New Orleans would like to honor Mr, Hinnenkamp for
said contributions and bestow a Doctorate Honoris Causa to him at the 2018 Spring
Commencement Exercises.

RECOMMENDATION
It is recommended that the following resolution be adopted:

NOW, THEREFORE, BE IT RESOLVED, that the Board of Supervisors for the
University of Louisiana System hereby approves the University of New Orleans’ request for
approval to award a Doctorate Honoris Causa to Mr. Paul David Hinnenkamp at the Spring
Commencement Exercises.
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THE UNIVERSITY of
NEW ORLEANS

OFFICE OF THE PRESIDENT

December 18, 2017

Dr. Jim Henderson

President

The University of Louisiana System
1201 North Third Street

Baton Rouge, LA 70802

Dear Dr. Henderson,

The University of New Orleans requests approval to award a doctorate Honoris Causa
during the University’s spring commencement on Friday, May 11, 2018 to Mr. Paul David
Hinnenkamp.

Mr. Hinnenkamp holds a Bachelors degree in Electrical Engineering and a Masters degree
in Business Administration. He has had a long and successful career at Entergy that
includes Executive Vice President and Chief Operating Officer. He has made significant
contributions through the energy sector.

Thank you for your consideration of this request. Please do not hesitate to contact me
should you have any questions.

Sincerely,

John\W. Nicklow
President

2000 Administration Annex | 2000 Lekeshore Drive | New Orleans, Louisiana 70148
phone 504.280.6201 | fax 504.280.6872

A Member of the University of Louisiana System Committed to Equal Opportunity



THE UNIVERSITY of
NEW ORLEANS
COLLEGE OF ENGINEERING

TO: President John Nicklow

THROUGH: Mahyar Amouzegar, Provost M‘A“V— A’W“’gﬂ -

FROM: Emir Jose Macari, Dean of Engineering%ﬁ*‘
DATE: 12/13/2017

RE: Awarding of Doctorate Honoris Causa to Mr. Paul David Hinnenkamp

Dear President Nicklow,

I'm nominating Mr. Paul Hinnenkamp the Chief Operating Officer and the Executive
Senior VP of Entergy Corporation for an honorary Doctorate Degree in Engineering for May
2018 Commencement.

Mr. Hinnenkamp has numerous technical and administrative capabilities and at his current role
is responsible for executive oversight of safety, power generation, transmission, system
planning, capital project management, and compliance with North American Electric
Reliability Corporation Critical Infrastructure Protection standards. Paul joined Entergy in
2001 becoming a Vice President and Officer of the company at 39 years of age and continued
serving as Vice President and Senior Vice President before becoming EVP and COO.

In reviewing Paul’s resume, I have noticed his remarkable involvement with selection of
$30MM and above capital projects. In 2018, Paul was asked to create, implement and lead a
new organization to manage, develop, and execute 3-year $10 B Capital plan to improve system
reliability, meet increased demand, replace aging infrastructure, and deploy new technologies
such as smart meters as part of Entergy’s focus to modernize the grid.

Paul spent much of his career in nuclear power operations and fulfilled key leadership roles at 5
different nuclear plants across the country. He received his Senior Reactor Operator license for
the Peach Bottom Atomic Power Station from United States Nuclear Regulatory Commission
at the age of 31, MBA degree from University of Illinois, Negotiation Skills for Executives
from Harvard University, and Bachelor of Science in Electrical Engineering from Villanova
University received in 1985.

Based on discussion held with the leadership of College of Engineering and faculty of the
College, I'm happy to confirm that our College recommends that this award be made and it is
an honor to participate in the awarding of Honoris Causa degree during the commencement
ceremonies in May 2018.

A Member of the University of Louisiana System Committed to Equal Opportunity



THE UNIVERSITY of
NEW ORLEANS

ELECTRICAL ENGINEERING
TO: Emir Jose Macari, Dean of Engineering
FROM: Parviz Rastgoufard, Entergy Endowed Chair for Power Systems
Engineering
DATE: 12/13/2017
RE: Awarding of Doctorate Honoris Causa to Mr. Paul David
Hinnenkamp

Dear Dean Macari

I'm nominating Mr. Paul David Hinnenkamp the Chief Operating Officer and
the Executive Senior VP of Entergy Corporation for an honorary Doctorate
Degree in Engineering for May 2018 Commencement.

| have known Paul for several years and have worked with him prior to his
role as EVP and COO while he served as the the VP for capital projects
overseeing $30MM and above projects. At his current role of EVP and COO,
Paul is responsible for executive oversight of safety, power generation,
transmission, system planning, capital projects management, and
compliance with North American Electric Reliability Corporation. Entergy
operates one of the cleanest generating fleets in US and in 2013 when the
CEO of Entergy recognized the significant capital investments that were
going to be made, Paul was asked to create, implement, and lead a new
organization to manage, develop, and execute projects amounting to $10 B
over a period of 3 years. These projects were targeted for improving system
reliability, meeting increased demand, replacing aging infrastructure, and
depioying new technologies such as smart meters as part of Entergy’s focus
to modernize the grid.

In reviewing Paul’s resume, | have noticed his remarkable involvement
serving as VP of environmental programs and infrastructure for Entergy. In
these roles, Paul was responsible for developing generation alternatives for
the company's strategic resource plan including renewable energy, nuclear
and traditional sources of generation, and leading the effort to deploy carbon
capture technology on commercial scale. The efforts made by Paul and his

A Member of the University of Louisiana System Commitied to Equal Opportunity
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NEW ORLEANS

management teams in the past and under his current role have substantially
contributed to placing Entergy as one of the cleanest, safe, and reliable
electric utilities in the nation.

&

In addition to his aforementioned expertise and responsibilities, Paul spent
much of his career in nuclear power operations and fulfilled key leadership
roles at 5 different nuclear plants across the country. He received his Senior
Reactor Operator license for the Peach Bottom Atomic Power Station from
United States Nuclear Regulatory Commission at the age of 31, MBA
degree from University of lllinois, Negotiation Skills for Executives from
Harvard University, and Bachelor of Science in Electrical Engineering from
Villanova University received in 1983,

| strongly recommend and nominate Paul David Hinnenkamp for receiving
honorary Doctorate Degree in Engineering during the commencement in May
2018 and appreciate your support of my nomination. With this memo, I'm
sending a copy of Mr. Hinnenkamp’s resume for your kind review.

A Member of the University of Louisiana System Committed to Equal Opportunity



Paul D. Hinnenkamp
203 Walker St.
New Orleans, LA 70124

Email: Hinnenkamp5@bellsouth.net
Current Positions Held

Director, Entergy Louisiana; Entergy Texas; Entergy Mississippi; Entergy Arkansas; Entergy New Orleans
Board of Directors, Southeastern Electric Exchange

Board of Directors, Association of Edison [lfuminating Companies

Board of Directors, UNITY, non-profit focused on eliminating homelessness

Areas of Expertise
Operations, business development, corporate governance
Risk management/mitigation
Management of large capital project programs
New generation development including new nuclear, gas, and renewable generation and technology innovation
Crisis readiness/response and Business Continuity

* & & @

Career History
Entergy Corporation

ecutive Vice Presi hie erating Qffi 2015 - Present
Member of the Office of the Chief Executive. Responsible for Safety; $10B capital project portfolio; Power Generation
(excluding nuclear); Transmission; System Planning; NERC/SERC compliance; and Crisis Readiness/Response and
Business Continuity programs.

2012 - 2015
Responsible for governance and oversight of all large capital projects for the enterprise; for the development and
construction of all new generation; execution of select large capital projects; and technical innovation.

Responsible for Crisis Readiness/Response and Business Continuity programs.

2010-2012
Responsible for development and construction of all new generation for corporation; strategic asset management of the
fossil operating fleet; large capital projects for the fossil fleet; technical support to the fleet; and the close and integration
of new plant acquisitions

2008 - 2009
Responsible for development of all new generation including nuclear, gas, and renewables; responsible for developing and
implementing company strategy regarding renewable generation; responsible for development of key corporate
environmental initiatives such as carbon capture and renewable generation.

. Responsible for strategic evaluation of all new generation options including nuclear, gas, biomass, solar,
wind, municipal waste, and hydro relative to economics, engineering, construction, and operation
. Key member of team responsible for developing and articulating positions on federal and state legislation
regarding climate change and renewable energy policy
Yice President. Business Development, Jackson, MS 2006 - 2008

Responsible executive for the growth of the nuclear business which included development of the new nuclear build
option; implementing the growth strategy through acquisitions and development of third party services; obtaining license
renewal of the fleet’s nuclear assets; and managing an independent company, TLG Services, which focused on
decommissioning services.

* Led the development of two (2) new nuclear power plants
o Accountable to the Office of the Chief Executive

o Responsible for developing and implementing overall company strategy

Page 1 of 2



o Responsible for negotiating the Engineering, Procurement, and Construction contracts;

Yice President Operations, River Bend Nuclear Station, LA 2001 - 2006
Responsible for all aspects of plant and personnel performance.
Yice President. Operations Support, Jackson, MS 2001

Responsible for providing support to five nuclear facilities in the areas of Security, Procurement, Licensing,
Assessments, and Quality Assurance. Successfully led fleet response through post 9/11 security issues and controls.

I ration {previgusly P

Plant Manager, Clinton Nuclear Power Station, IL 1999 - 2001

Key leader in developing and implementing strategy to obtain approval from the US Nuclear Regulatory Commission to
resume plant operations after a nearly 3 year shutdown; implemented necessary changes in leadership, operations, and
organizational culture to significantly improve overall facility performance.

Due Diligence Team Member, Chesterbrook, PA 1998 - 1999

Led the due diligence activities for evaluating the acquisition of three nuclear power plants. Responsible for assessing site
leadership, business strategy, operations, maintenance, work management, and overall effectiveness of the management of
the nuclear power plants.

Plant Manager, Millstone Station, Niantic CT 1996 — 1998

Key leader in developing and implementing strategy to obtain approval from the US Nuclear Regulatory Commission to
resumne plant operations after a nearly 3 year shutdown; implemented necessary changes in leadership, plant operations,
and organizational culture to significantly improve overall facility performance.

1983 — 1996
Held increasing levels of management responsibility gaining experience in operations, maintenance, construction
management, project management, and work management. Licensed Senior Reactor Operator.

Previous Positions Held
Member of the Research Advisory Committee (RAC) Executive Committee for the Electric Power Research Institute,

EPRI. The RAC provides guidance to EPRI and the EPRI Board on strategy, technology innovation, and technical
programs.

Member of the Renewables Executive Advisory Committee for the Electric Power Research Institute, EPRI. The
advisory committee’s focus is to help the electricity sector develop large-scale & distributed generation technologies, to
expand & equip the grid to operate efficiently and reliably with diverse renewable generation sources.

Member of Advisory Board to Clean Power & Energy Research Consortium.

Education
University of Illinois, Champaign IL
Graduate School of Business, Master of Business Administration, May 2002

Villanova University, Villanova PA
School of Engineering, Bachelor of Science, Electrical Engineering, June 1983

Harvard, Boston MS
Negotiation Skills for Executives, Harvard Business School

United States Nuclear Regulatory Commission, Washington DC
Senior Reactor Operator License, US NRC, 1992
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