AGENDA
ACADEMIC AND STUDENT AFFAIRS COMMITTEE
BOARD OF SUPERVISORS FOR THE
UNIVERSITY OF LOUISIANA SYSTEM
10:30 a.m., Thursday, October 25, 2018**
Room 100, “Louisiana Purchase Room”
Claiborne Conference Center
1201 North Third Street
Baton Rouge, Louisiana

MEMBERS:

Dr. Pamela Egan, Chair

Ms. Lola Dunahoe, Vice Chair
Mr. Edward Crawford III

Mr. Richard Davis, Jr.

Mr. Mark Romero

Mr. Joe Salter

Mr. Robert Shreve

A. Call to Order
B. Roll Call
C. Consent Agenda:

Board Agenda Item F.1.

Grambling State University’s request for approval of a Proposal to offer a Bachelor of
Science degree in Cybersecurity,

Board Agenda Item F.2.

McNeese State University’s request for approval of a Letter of Intent to develop a New
Academic Program leading to a Doctor of Nursing Practice.

Board Agenda Item F.3.

Nicholls State University’s request for approval to terminate the Bachelor of Science in
General Family and Consumer Sciences.

Board Agenda Item F.4.

Nicholls State University’s request for approval to award an Honorary Doctorate of
Commerce to Mr. Donald T. “Boysie” Bollinger at the Fall Commencement Exercises.

** Executive Session, pursuant to R.S. 42:17, may be required.
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Board Agenda Item F.5.

Northwestern State University’s request for approval of a Proposal to offer a Bachelor
of Science in Resource Management.

Board Agenda Item F.6.

University of Louisiana at Lafayette’s request for approval of a Proposal to offer a
Graduate Certificate in Cardiovascular Nursing Family Nurse Practitioner.

Board Agenda Item F.7,

University of Louisiana at Monroe’s request for approval of a Proposal to offer a Doctor
of Occupational Therapy.

Board Agenda Item F.8.

University of Louisiana at Monroe’s request for approval of a Letter of Intent to develop
a New Academic Program leading to a Bachelor of Arts in Music.

Board Agenda Item F.9.

University of Louisiana at Monroe’s request for approval of a Proposal to offer a Post
Baccalaureate Certificate in Autism Spectrum Disorder.

Board Agenda Item F.10.

University of Louisiana at Monroe’s request for approval of a Cooperative Endeavor
Agreement with the Edward Via College of Osteopathic Medicine (VCOM).

Board Agenda Item F.11.

University of New Orleans’ request for approval of a Proposal to offer a Graduate
Certificate in Data Analytics.

Board Agenda Item F.12.

University of New Orleans’ request for approval to develop an Institute for Urban
Entrepreneurship.

Board Agenda Item F.13.

University of New Orleans’ request for approval of a Cooperative Endeavor Agreement
with University Claude Bernard Lyon 1.
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D. Discussion/Action Items:

Board Agenda Item F.14.

University of Louisiana System’s Proposed Policy and Procedures Memorandum on Free
Speech.

Board Agenda Item F.15.
University of Louisiana System’s report on Reducing Textbook Costs Initiative.
E. Other Business

F. Adjournment



BOARD OF SUPERVISORS FOR THE
UNIVERSITY OF LOUISIANA SYSTEM

ACADEMIC AND STUDENT AFFAIRS COMMITTEE

October 25, 2018

Item F.1. Grambling State University’s request for approval of a Proposal to offer a
Bachelor of Science degree in Cybersecurity.

EXECUTIVE SUMMARY

Grambling State University (GSU) requests approval of a proposal to offer a Bachelor of
Science (B.S.) in Cybersecurity. The Letter of Intent was approved by the Board of Supervisors
for the University of Louisiana System in August 2017 with subsequent approval granted by the
Board of Regents in December 2017. The proposed program in Cybersecurity is a unique degree
program that reflects diversity in learning and instruction. Students will be provided the
opportunity to explore varied interests that extend beyond a particular major. This diverse
approach to learning prepares students to succeed in a diversified workforce and equips students
with the necessary skills to successfully engage in a productive work environment. The
proposed Cybersecurity degree reflects interdisciplinary study and current trends in science and
technology.

In addition to five Computer Science courses (15 credit hours) requiring students to have
a strong mathematical background, GSU proposes a 120-credit-hour curriculum that introduces
13 new Cybersecurity courses (37 credit hours) required of the proposed degree program. The
proposed curriculum, which will be the first in the nation based on Accreditation Board for
Engineering and Technology (ABET) guidelines, will produce cyber-science related graduates
who will have the knowledge and skill sets necessary to protect networks, computers, programs,
and data from attack, damage, or unauthorized access. The proposed program does not duplicate
or compete with any existing degree programs offered by a public university in Louisiana.
While Louisiana Tech University (LA Tech), located in close proximity to GSU, does offer a
degree in Cyber Engineering, the focus of that program is more engineering related. When
comparing the two programs, there is a distinct difference in the curriculum since GSU’s
proposed program includes more Computer Science and Cybersecurity coursework.

The proposed program is well-positioned to prepare students to meet the future workforce
needs of north Louisiana and beyond. As people rely more heavily on technology to help
manage their lives and their businesses, the threat of cybercrime continues to escalate.
Traditional IT professionals may not be fully trained in information security tactics so there is a
need for individuals who are degreed experts who can understand, analyze, calculate and
categorize risk, exploits and vulnerabilities of cyber space; the program proposed by GSU will
produce such graduates. The Bureau of Labor Statistics indicates Information Security
Professionals to be among the 20 fastest growing occupations. The expected growth between
2012 and 2022 is 37% which well exceeds the average growth rate. Between April 2017 and
March 2018 there was an estimate of 300,000 cybersecurity job openings in the United States,
1,200 in Louisiana as documented by data collected by cyberseek.org. The proposed degree
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program in Cybersecurity at GSU is essential to closing the supply to demand gap as well as
increasing the number of minorities in this focus area. What is being proposed complements
what currently exists on the state’s curriculum inventory and, in turn, will assist Louisiana in
meeting its own cybersecurity workforce needs as well as contribute to the nation’s cybersecurity
needs as a whole. Advancing Louisiana’s cyber ecosystem and promoting Louisiana as a leader
in cybersecurity is a priority as evidenced by the creation of the Cybersecurity Commission
(Executive Order 17-31) which was signed by Governor John Bel Edwards in December 2017.
One of the goals set forth by the Executive Order is to grow Louisiana’s cybersecurity workforce
and educate the public/private sector on cybersecurity. Grambling’s proposed program will
certainly help to achieve this goal.

The University conducted a survey to explore student interest in the proposed program,
and 103 responses were received. From the data collected, 53 students expressed an interest in
the proposed program with 27 students undecided. The potential source of students for the
Cybersecurity program will be current GSU students who have not declared a major or find this
program appealing. In addition, individuals who are aware of current and growing industry
demand will be drawn to GSU for this educational opportunity. The University projects an
initial total enrollment of over 30 students in Year One and anticipates total enrollment will be
around 200 students within five years.

Cost associated with the proposed program includes the hiring of four additional faculty
members along with facility upgrades and acquisition of equipment (YR1: $502K, YR2: $384K,
YR3: $458K and YR4: $461K). Title III grant money will help offset the cost of program
implementation as will tuition and fees. The Computer Science Department has a rich history of
federal grant funding to support student research and travel. Such efforts will be applied toward
the proposed Cybersecurity program. The proposed program is a priority for Grambling and
letters of support from entities such as the Cyber Innovation Center, LED and IBM attest to the
fact that the proposed program aligns with the key industries that have been identified for
growth.

RECOMMENDATION
It is recommended that the following resolution be adopted:
NOW, THEREFORE, BE IT RESOLVED, that the Board of Supervisors for the

University of Louisiana System hereby approves Grambling State University’s request for
approval of a Proposal to offer a Bachelor of Science degree in Cybersecurity.
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MEMORANDUM TO THE BOARD OF SUPERVISORS
OF THE UNIVERSITY OF LOUISIANA SYSTEM

SUBJECT: REQUEST FOR APPROVAL OF A PROPOSAL TO OFFER
THE BACHELOR OF SCIENCE DEGREE IN CYBERSECURITY

Grambling State University hereby requests approval of a proposal to offer the Bachelor
of Science (B.S.) degree in Cybersecurity.

Your favorable consideration of this request is greatly appreciated.
Sincerely,
m f A‘ ~

Richard J. Gallot, Jr., JD
President
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Louisiana Board of Regents
AA 2.05: REQUEST FOR AUTHORITY TO OFFER A NEW DEGREE PROGRAM*

-- Including incremental credentials building up to the Degree --
* Prior to final action by the Board of Regents, no institution may initiate or publicize & new program.*

Date:
Institution: Requested CIP, Designation, Subject/Title;
Grambling State University CIP: 29.0207

Designation: Cyber/Electronic Operations and Warfare
Subject/Title: Bachelor of Science (B. S.) in Cybersecurity

Contact Person & Contact Info:
Yenumuia B Reddy, Program Coordinator, Department of Computer Science, Grambling State University,
Carver Hall 274, 318-274-2421, ybreddy@gram.edu

Date BoR approved the Letter of Intent: December 12, 2017

Date Governing Board approved this Proposal:

Planned Semester/Term & Year to Begin Offering Program: Fall 2019
Program Delivery Site {s): Grambling State University

1. Program Description

Describe the program concept: (a) purpose and objectives; and {b) list learning outcomes for the proposed program, i.e.,
what students are expected to know and be able to do upon completion of the program. Be as specific as possible.

Grambling State University (GSU} is a co-educational public institution that confers degrees at the bachelor’s, master’s,
and the doctorate levels. In bolstering various educational opportunities, GSU promotes and fosters a well-rounded,
diverse education. The university is a distinguished institution that produces accomplished graduates sought by global
employers and top-tier graduate and professional schools.

The purpose of the proposed program is to produce well-trained information security professionals. There is a world-
wide shortage of security professionals. This shortage is predicted to increase to the point of becoming a global security
problem in the future. Under the leadership of the Department of Computer Science, Grambling State University has
been systematically developing cybersecurity capabilities to start the undergraduate degree program.

The proposed B.S. in Cybersecurity degree program will provide comprehensive undergraduate-level training. The
primary target is high school students. Graduates of the program would be highly sought-after by a range of private
sector industries in the state of Louisiana, local government agencies, and defense organizations. The program supports
the institutional mission in enabling protection of the quality of life for citizens of the state and the country, and in
promoting responsible citizenship in a changing world.

The proposed B.S. degree in Cybersecurity offers a high quality educational program for information security
professionals. The core course requirements provide the students with the knowledge and skills needed to successfully
evaluate information security needs, identify appropriate counter security measures, and implement security
technologies. The main focus of this proposed program is to concentrate on specific security areas of interest, such as
software, network, and database. The proposed program is aligned with proposed ABET accreditation requirements and
national guidelines for information security professionals.

The program objectives for the B. S. degree program in Cybersecurity are:
*  To train cybersecurity professionals to meet the needs of business, industry, educational institutions and
government agencies of the state of Louisiana.
+ Toincrease capability in information security for the benefit of the state and nation.
*  Toprovide knowledge of the latest techniques in cybersecurity for computer professionals in the state and offer
excellent opportunities for professional advancement.

The student learning objectives are as follows. Upon completing the B. S. in cybersecurity, students will be able to:
*  Analyze a problem, and identify and define the computing requirements appropriate to its solution.
*  Design, implement, and evaluate a computer-based solution to meet a given set of computing requirements in the
context of the discipline.
+  Communicate effectively with a range of audiences about technical information.
* __Make informed judgments in computing practice based on legal and ethical principles.
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*  Function effectively in teams to establish goals, plan tasks, meet deadlines, manage risks and produce
deliverables.

*  Apply security principles and practices to the environment, hardware, software, and human aspects of a system.

*  Analyze and evaluate systems with respect to maintaining operations in the presence of risks and threats.

In addition to five Computer Science courses (15 credit hours), the proposed program requires students to have
mathematical backgrounds recommended by proposed ABET Cybersecurity Curriculum.
(htps://www.fbeine.com/e/nice/presentations/2016/Track_D_Century C/D-9 Part B Parrish_2016-10-28.pdf).

The technical content in ABET proposed computing cybersecurity diagram is given below.

Computing - Cybersecurity

Courses other than Cyber Law/Policy/Ethics

Cyber _

Between 1 and 2 years

The GSU cybersecurity curriculum will be the first in the nation based on ABET guidelines and includes the following
13 new cybersecurity courses:

» Foundations of Cybersecurity 3 credits
»  System Security 3 credits
» Introduction to Databases and Data Security 3 credits
»  Operating Systems and Security 3 credits
» Software Security 3 credits
»  Organizational Security 3 credits
» Usable Security 3 credits
> Computer Network Security 3 credits
»  Applied Cryptography 3 credits
» Capstone Course Independent Project in Cybersecurity 3 credits
¥ Cybersecurity Seminar 1 credits
» Two major electives in Cybersecurity (any two of the following 6 credits
electives)

¢ Big Data and Cloud Security

*  Computer Risk Management

®  Application Security

e Cyber Gaming

®  Vulnerability Assessment and Management

e Cybercrime Investigations and Digital Forensics
e Intrusion Detection and Protection Systems

e  Artificial Intelligence
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Map out the proposed curriculum, including course credits and contact hours (if applicable). Identify any incremental

credentials and/or concentrations within the degree. Indicate which courses will be new. Describe pian for developing and
offering new courses as well as any special program requirements {e.g., internships, comprehensive exam, thesis, etc.).

Proposed Curriculum

CYBERSECURITY CURRICULUM PLAN

Semester Course Number Course Name Credit Contact
Hours Hours
Year | (Freshman
BIOL 113 Principles of Biology I 3 3
BIOL 115 Principles of Biology I Lab 1 1
FYE 101 First Year Experience [ 1 1
FYE102 First Year Experience 11 1 1
ENG 101 Freshman Composition 3 3
ENG 102 Freshman Composition 3 3
HIST 103 World History to 1500 3 3
CBS 115 Foundations of Cybersecurity (new course) 3 3
MATH 147 Pre-Calculus I 3 3
MATH 148 Pre-Calculus II 3 3
Cs5 110 Computer Science 1 3 3
CS 120 Computer Science 11 3 3
TOTAL 30 Hours | 30 Hours
Year 2 (Sophomore)
GET 300 Rising Junior Exam 0 0
MATH 273 Probability and Statistics I 3 3
ENG 200 World Literature [ 3 3
ENG 201 Introduction to Literature 3 3
PHYS 153 General Physics 1 3 3
PHYS 153L General Physics Laboratory 1 1
THEA 212 Fundamentals of Public Speaking 3 3
CS 201 Social, Legal, and Ethical Issues in Information Age 3 3
MATH 153 Calculus 1 3 3
CS210 Discrete Structures 3 3
CBS 255 Systems Security (new course) 3 3
CS 236 Data Structures and Algorithm Analysis 3 3
TOTAL 31 Hours | 31 Hours
Year 3 (Junior)
PHYS 154 General Physics [I 3 3
PHYS 154L General Physics Laboratory 1 1
ART 105 Introduction to Fine & Performing Arts 3 3
SOC 101 Introduction to Social Science 3 3
MATH 154 Calculus II 3 3
ECON 201 Principles of Economics 3 3
MATH 274 Probability and Statistics II 3 3
CBS 322 Introduction to Databases and Data Security (new course) 3 3
C8 325 Computer Organization & Architecture (new course) 3 3
CBS 346 Operating Systems and Security 3 3
CBS 355 Software Security (new course) 3 3
TOTAL 31 Hours | 31 Hours
Year 4 (Senior)
CBS 401 Cybersecurity Seminar (new course) 1 1
CBS 407 Capstone Course (Cyber security) (new course) 3 3
CBS 410/CS 411 Applied Cryptography (new course) 3 3
CBS 412 Organizational Security (new course) 3 3
CBS 431 Computer Network Security (new course) 3 3
CBS 436 Usabie Security (new course)} 3 3
CBS 4 XX Major Elective (new course) 3 3
CBS 4XX Major Elective (new course) 3 3
Gen-Edu-Elective I | Foreign Language or selective course | 3 3
Gen-Edu-Elective II | Foreign Language or selective course II 3 3
TOTAL 28 Hours | 28 Hours
TOTAL Hours for Graduation 120 120
Hours Hours
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CYBERSECURITY ELECTIVES
CS5435 Big Data and Cloud Security 3 3
CBS 452 Computer Risk Management 3 3
CBS 454 Application Security 3 3
CBS 455 Cyber Gaming 3 3
CBS 457 Vulnerability Assessment and Management 3 3
CBS 460 Cybercrime Investigations and Digital Forensics 3 3
CBS 461 Intrusion Detection and Protection Systems i3 3
i. CS 426 Artificial Intelligence 3 3

Foreign Languages: (Spanish 101 and Spanish 102} or (French 101and French 102) ot (German 101 and German 102)
Selective General Education electives: (Accounting 201 and Accounting 202) or (General Business 150 and General Business
202) or {(Mass Communications 303 and Mass Communications 304) or (General Business 150 and Management 301)

Transfer Students
Student must have 30 transfer credit hours to exempt FYE 101 and FYE 102

(CHEM 111 and CEHM 113L) can be substituted for (BIOL 113 and BIOL 115L)

If the student completes an internship related to the cybersecurity elective area and submits the report, the report will be
evaluated by the Department Faculty Committee (DFC) and a grade will be substituted for one of the elective courses.

Maximum substitution is one elective course only.

The department incorporated co-op projects, capstone project (CBS 407), class projects, and funded undergraduate research
projects into the cybersecurity curriculum. These projects contribute to the student’s professional growth,

Currently, the department has not planned to offer any concentration within the Cybersecurity degree program.

The following are new courses:

CBS 115 Foundations of Cybersecurity
CBS 255 System Security
CBS 322 Introduction to Databases and Data Security
{ CBS 346 Operating Systems and Security
CBS 355 Software Security
CBS 412 Organizational Security
CBS 436 Usable Security
CBS 431 Computer Network Security
CBS 410 {CS 411) Applied Cryptography

CBS 407 Capstone Course Independent Project in Cybersecurity
CBS 401 Cybersecurity Seminar
| CBS xxx Two major electives in Cybersecurity (any two of the following electives)
I'CS 435 Big Data and Cloud Security
CBS 452 Computer Risk Management
CBS 454 Application Security
CBS 455 Cyber Gaming
CBS 457 Vulnerability Assessment and Management
! CBS 460 Cybercrime Investigations and Digital Forensics
| CBS 461 Intrusion Detection and Protection Systems

The department has developed all course syllabi (Appendix D} and the course outline that contribute to cybersecurity |
program (Appendix H).

Currently, the department has no special program requirements such as comprehensive examination. However,
internships help the students for professional development and work experience.
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Curriculum Credit Hours Count

General

Credit  |Education Credit Credit Credit Credit
General Education |hours [ Naturaf Sciences fhours |Math hours |Computer Science  |hours | Cyber Security hours
FYE 101 1|BIOL 113 3MATH 2713 Jlcs o 3|cBs 115 3
FYE102 1|BIOL 115 1|MATH 153 3lcs 1o 3|cBs 255 3
ENG 101 3|PHYS 153 3{cs 210 3lcs 2 3|cBs 2 3
ENG 102 3|pryYs 1531 1|MATH 154 3lcs 236 3|cBs 346 3
HIST 103 3{PHYS 154 3|MATH 274 3|csazs 3|cBs 355 3
MATH 147 3|PHYS 154L 1|Total 15[Total 15]cas 401 1
MATH 148 3|Tonal 12 CBS 407 3
ENG 200 3 CBS 410 3
ENG 201 3 CBS 412 3
THEA 212 3 CBS 43} 3
ART 105 3 CBS 436 3
SOC 101 3 CBS 4XX 3
ECON 201 3 CBS 4XX 3
Gen-Edu-Elective 1 3 Total 37
Gen-Edn-Elective 11 3
Total 41

The Louisiana Board of Regents requires 39 credit hours for general education. Grambling State University requires 41
credit hours of general education (Appendix L). Three (3) lab hours for sciences are required with lecture hours.
Therefore, the lab hours for the science courses are added as part of the science requirement.

The department added nine additional credit hours (Gen-Edu-electives 1 & 1I and THEA 212) to meet the state
requirements of 120 hours.

Identify any embedded Industry-Based Certifications (IBCs). Describe process for student to earn/receive the IBC.

Planning to introduce the following certification course starting from fall 2019 to enhance the student
professional growth,

e  Network+ Fall 2019
The course will be offered every semester depending on minimum enrollment of five.

Network+ helps to develop a career in IT infrastructure. It covers the topics that include troubleshooting,
configuring, and managing networks.

The course ensures an IT professional has the knowledge and skills to:

Design and implement functional networks

Configure, manage, and maintain essential network devices

Use devices such as switches and routers to segment network traffic and create resilient networks
Identify benefits and drawbacks of existing network configurations

Implement network security, standards, and protocols

Troubleshoot network problems

Support the creation of virtualized networks

Program Delivery {Courses): To what extent must a student come to the campus to complete this program, including
orientation or any face-to-face meetings?

[ on-site {>50% delivered face-to-face) (] Hybrid (51%-99% online) ] Online (100% online)

Day courses offered O Evening courses offered ] weekend courses offered
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2. Need

How is this program essential for the wellbeing of the state, region, or academy (e.g., how is it relevant, how does it
contribute to economic development or relate to current/evolving needs).

The proposed Cybersecurity degree program will benefit students significantly. The program will provide students the
opportunity to explore various interests that extend beyond one particular focus and into multiple openings in
cybersecurity. The Cybersecurity program is well positioned to prepare students to meet the future workforce needs of
north Louisiana as well as nationally. According to the Louisiana Workforce Commission report about the fast-growing
occupations related to security through 2026 (Table 1), the current degree programs in cybersecurity are not enough to
produce the necessary graduates to fill the annual openings for the various cybersecurity positions. As a result, the
proposed Cybersecurity degree program at Grambling State University (GSU) is required to meet the future demands of
industry and government. Furthermore, the proposed degree program in Cybersecurity at GSU is essential to produce
more graduates, especially minorities. The proposed plan is the first effort to increase the number of minorities to
graduate in Cybersecurity in Louisiana.

Table 1 below shows the details of the fastest growing occupation related to security through 2026 in Louisiana.

Tabie 1. Fastest Growing Security-Related Occupations in LA

Areas Stars | Occupational | 2026 10yr. | Annual 2017 Requirement | Work Job Training
Title projected | growth | Total State experience
Openings | Annual
average
wage
Baton 4 Information | 370 110 30 $76,705 | Bachelor’s Less than | Occupational-
Rouge Security degree 5 Years specific
Analysts training
required
Lafayette | 4 Information | 90 30 10 $76,705 | Bachelor’s Lessthan | QOccupational-
Security degree 5 Years specific
Analysts training
required
New 5 Information 490 180 50 $76,705 | Bachelor's Less than Occupational-
Orleans Security degree 5 Years specific
Analysts training
required
Lake 4 Information | 60 20 10 $76,705 | Bachelor’s Less than | Occupational-
Charles Security degree 5 Years specific
Analysts training
required
Shreveport | 5 Information | 40 10 0 $76,705 | Bachelor’s Lessthan | Occupational-
Security degree 5 Years specific
Analysts training
required
State 5 Information | 1,140 380 100 $116,145 | Bachelor’s | Less than | Occupational-
Wide Security degree 5 Years specific
Analysts training
required

The following link shows the fastest growing occupation in cybersecurity (ranging from four to five stars) and other
areas through 2026 in Louisiana from Louisiana Workforce Commission.

hitp://www.laworks.net/LaborMarketInfo/LMI_OccAllProj_Revised.asp?years=20162026

Cybersecurity labor market surveys predict a major workforce shortage. According to Symantec Corporation, by 2019,
the global workforce demand is expected to reach 6 million, with a 1.5 million shortfall. The Bureau of Labor Statistics
indicates Information Security Professionals to be among the 20 fastest growing occupations. The expected growth
between 2012 and 2022 is 37% (https://www.forbes.com/sites/stevemorgan/2016/01/02/one-million-cybersecurity-job-
openings-in-2016/#74e735fd27ea) that is much faster than average growth (Appendix K).
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Table 2 shows the summary of specific employment/workforce data to support the proposed program (ACM July 2018
digital edition: https://www.bls.gov/ooh/computer-and-information-technology/information-security-analysts.htm)

Table 2. Information Security Analysts - Summary

Quick Faets: Information Security Analysts

2017 Medin Pay 5452 por bout
Typical Entry-Level Education Bachelot's degree
Work Experience in a Related Occupation Less than 5§ years
On-the-job Training None [
Number of Jobs, 2016 100,000 I
Job Outlook, 2016-26 28% (Much faster than average)
Employment Change, 2016-26 28,500

What Information Security Analysts Do

Information security analysts plan and carry out security measures to protect an organization’s computer networks and
systems. Their responsibilities are monitoring continually expanding as the number of cyberattacks increases.

Work Environment
Most information security analysts work for computer companies, consulting firms, or business and financial

companies.
UNDERSTANDING THE SKILLS GAP

According to 2017 global information security workforce study, 68% of professionals believe there are too few
cybersecurity workers in their department, and a majority believes that it is a result of a lack of qualified personnel in

North America (https:/iamcybersafe.org/wp-c ontent/uploads/2017/06/Europe-GISWS-Report.pdf).

The chart below explains the reasons for worker shortage by region and global in cybersecurity area.

Reasons for Worker Shortage by Region

Qualified Requirements not  Business conditions | Securicy No clear
personnel difficule understood by can't support workers difficult  Information security
to find leadership additional personnel |to retain career path
GLOBAL 49% : :
NORTH
AMERICA
; 35% Y S RN
EUROPE
MIDDLE EAST
& AFRICA 770
fFic 5
PACIFIC

Source: 2017 Globel Information Security Workforce Sdy, (n = 12,709)

Since Fall 2016, GSU has been systematically developing cybersecurity projects as part of the following computer
science courses: CS 201 (Social, Legal, and Ethical Issues in the Information Age), CS 400 (Computer Science
Seminar), CS 406 (Capstone Project), CS 462 (Special Topics in Software Engineering), and CS 472 (Co-Op course)
(See Appendix B). The proposed program supports the ongoing private-public partnership initiative in cybersecurity.
GSU’s collaboration with other higher education institutions, government agencies, and industry provides a strong
foundation enabling GSU to address the information security needs of the state of Louisiana.

The proposed program in Cybersecurity will be of interest to a broad group of computing professionals as well as to
non-technical leadership. Information security has become a national and international concern. The enrollment in
Computer Science at GSU has increased from 72 students during the school year 2017-2018 to 90 during the Fall
semester of 2018.
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The increase in enrollment is in alignment with the increasing number of cybersecurity job postings that require
significant education. The expectations are that the interest in the cybersecurity bachelor’s degree is likely to increase
further, considering that to develop secure software projects the students have to acquire knowledge and skills beyond
the fundamentals of programming languages and algorithms as part of bachelor’s program in computer science.

Recent computer science graduates with project training in cybersecurity areas, Mr. Jeffrey Gardner and Mr. Davon
Williams, were appointed in Air Force and Army research labs. The Department of Computer Science has also received
many requests from industries for cybersecurity-related projects, and trained or certified students. The GSU Computer
Science program mainly focused on software design and development whereas the Computer Information Systems
program focused on computer applications related to business. These two programs do not produce enough graduates to
fulfill the demands of industry and government in cybersecurity-related jobs. However, the proposed Cybersecurity
program focusses on techniques for solving security issues related to the confidentiality, integrity, and availability of
data. Therefore, the proposed Cybersecurity degree program will complement the existing programs at GSU to meet
requirements of cybersecurity-related jobs.

LOUISIANA WORKFORCE COMMISSION STAR LEVEL (http://www.laworks.net/Stars/)

B4 s stars [ astars [ 3stars [ 2stars O 1star

Describe how the program will further the mission of the institution.

The Cybersecurity program is central to GSU’s mission which states that “...the University seeks to reflect in all of its
programs the diversity in the world” and “strive[s] for excellence in [the] pursuit of knowledge.” Students who
complete the Cybersecurity program will be prepared for a diversified workforce environment. The Cybersecurity
program will provide an opportunity to students who desire to explore various interests. The program is unique for the
region/area. This program will not only fill the void in Northern Louisiana, but it will also draw students from areas
near the state. Because of its uniqueness, the program will attract students from North Louisiana, East Texas, Western
Mississippi, and Southern Arkansas. GSU is confident that the program will be successful, and a model for future
programs.

Identify similar programs in the State and explain why the proposed one is needed: present an argument for a new or
additional program of this type and how it will be distinct from existing offerings.

List of similar programs in Louisiana

Program Name Institution Similarities Differences

LA Tech has four courses for
cybersecurity concentration, The
Concentration has mainly two
required courses and option of two
electives.

B.S. in Computer Science,

Cybersecurity Concentration | = T¢h

The required courses in GSU
proposed cutriculum which are
different from La Tech are:

e System Security

* Introduction to Databases and

La Tech required Courses: Data Security
s  Introduction To Cybersecurity *  Operating Systems and Sccurity
e  Computer Networks s Software Security
e Organizational Security
These two courses are part of GSU e  Usable Security
required courses. e Applied Cryptography
¢ Cybersecurity seminar
La Tech Elective Courses which are |, Capstone course independent

similar to GSU

project in cybersecurity
¢  Digital Forensics and Cyber

Crime

Applied cryptography
Artificial Intelligence

Elective courses in proposed GSU
curriculum different from La Tech

¢ Big Data and Cloud Security
¢  Computer Risk Management
These courses are part of GSU e Application Security
proposed cybersecurity degree o Cyber Gaming
program. The courses will meet s Vulnerability Assessment and
approximately 30% of GSU proposed Management

LA BoR — AA 2.05 ~ May 2018




curriculum. e Intrusion Detection and
protection Systems

Courses in La Tech not in GSU

proposed curriculum

*  Access Control Logic and
Covert Channels
. Wireless and Mobile Security
Reverse Engineering
Distributed and Cloud
Computing

¢ Advanced Computer Networks

. S The LA Tech and GSU has 5 similar La Tech has
B.S. Tech . ;
in Cyber Engineering LA Tec courses in undergraduate curriculum ®  Theory of Cyber Science
related to computer science whichare | «  Cyber Features
prerequisites to Cybersecurity; These two courses cover in GSU

proposed curriculum CBS 115:

The cybersecurity similar courses are: . .
B vy Foundations of Cybersecurity.

¢ Computer Network security
e Capstone course

Appendix F explains similarities and
differences of cybersecurity programs
at La Tech and proposed cybersecurity

program at GSU.

. . The courses related to cybersecurity | ‘Disaster Recovery’ is part of GS1I’s
E'ltsh :;Ee t:‘l:;;::::?:ySmence i‘::ii;‘ty, ¢  Cyber Forensics the course ‘Organization Security’
concentration (Started in Fall | Baton Rouge LTSS
2017).

B.S. in Computer Science University L course‘ . GSU offers 10 additional courses to
. . e Core Course: Computer Security .
with cybersecurity of New Electives (Any three) complete the proposed cybersecurity

concentration (Started in Fall | Orleans N degree program.
2018). (UNO) *  Software reverse Engineering o
¢ Introduction to computer One chapter of Reverse engineering
Forensics is covered in courses Software
®  Two more courses are not on the | Security as well as in System
Web Security
Asscciate degree in cyber Bossier BPCC offers Advanced Networking, The associate degree at Bossier
technology with network Parish Information Assurance, Networking Parish Community College includes
security concentration Community | Security Design, and Computer four cybersecurity related courses as
College Forensics. part of GSU proposed curriculum. In
(BPCC) addition GSU offers 9 additionai
courses.
Certification Courses Bossier Few certification courses currently Planning to start at GSU the
Parish offered at BPCC. certification courses from fall 2019.
Community
College
(BPCC)

Summary of Cyber Programs in Louisiana:

¢ LA Tech — Department of Computer Science has a Cybersecurity concentration requiring four courses:
Introduction to Cybersecurity, Computer Networks, and two electives

® LA Tech - Cyber Engineering curriculum builds on an integrated Engineering Curriculum and Lab Experience
(Appendix F provides a comparison of the GSU proposed cybersecurity program and the LA Tech Cyber
Engineering Program)
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*  University of New Orleans has a B.S. in Computer Science with a cybersecurity concentration. The concentration
requires: Software Reverse Engineering, Digital Forensics and Computer Security.

¢ Southern University, Baton Rouge has a cybersecurity concentration with three courses in cybersecurity.

*  Bossier Parish Community College has an Associate of Applied Science in Cyber Technology with Network
Security. They also offer a Certificate of Technical Studies in Information Systems Security Professionals.
Bossier Parish Community College does not have a concentration or a bachelor’s degree program in
Cybersecurity. If Bossier Parish Community Coilege students are interested in pursuing a bachelor’s degree in
Cybersecurity at GSU, they will be admitted as transfer students and given credit for the appropriate courses.
Going forward, if Bossier Parish Community College is interested in participating in a 2 + 2 parmership with
GSU, the agreement will be developed for the transferability of core and non-core courses.

The proposed program does not duplicate or compete with any existing degree program offered by a public university in
Louisiana. Even though Louisiana Tech University (LA Tech) offers a degree in Cyber Engineering and a
concentration in Cybersecurity, the program is not duplicative.

According to the Louisiana Workforce Commission (LWC) report, the current degree programs in Cybersecurity are not
enough to produce the necessary graduates to fill the annual openings for the various cybersecurity positions. As a
result, the proposed Cybersecurity degree program at GSU is needed to meet the current demands of the industry as well
as the growth of social services and managerial positions. Furthermore, the proposed degree program in Cybersecurity
at GSU is essential to produce more graduates, especially minorities. The proposed program is the first effort to increase
the number of minorities to graduate in Cybersecurity in Louisiana.

If approved, will the program result in the termination or phasing out of existing programs? Explain.

No program will be phased out by introducing this program. Computer Science and other undergraduates including
Criminal Justice, Computer Information Systems, and Engineering Technology students will have an opportunity to
select a concentration in Cybersecurity in addition to their major degree. Also, the Computer Science Department will
provide an opportunity for those interested to minor in Cybersecurity.

If a Graduate program, cite any pertinent studies or national/state trends indicating need for more graduates in the field.
Address possibilities for cooperative programs or collaboration with other institution(s).

N/A |

3. Students

Describe evidence of student interest. Project the source of students (e.g., from existing programs, or prospects of students
being recruited specifically for this program who might not otherwise be attracted to the institution).

We have conducted a survey among 103 students related to the opportunities of Cybersecurity. Among the 103
students, fifty-three (53) students have expressed interest in the Cybersecurity degree and twenty-seven (27) were
undecided. For Fall 2019, we expect more than thirty (30) students to enter into the Cybersecurity degree program due
to the demand in industry and government, The Cybersecurity degree program will increase university enrollment due
to its unique nature at the national level and employment opportunities.

Project enroliment and productivity for the first 5 years, and explain/justify the projections.

In five (5) years, the total projected enrollment in the Cybersecurity degree program is 200 students. At the end of the
4" year, a minimum of 20 graduates and an average graduation rate of 20 per year after five years is expected.

Justify the Projections:

We are expecting more than thirty (30) freshman students to enroll into the Cybersecurity program and more than ten
(10) current freshmen and sophomore computer science majors are expected to major in cybersecurity. The total majors
will be more than thirty (30) during the starting period. Many of the computer science majors are planning to complete
the minor in cybersecurity due to additional opportunities.

The Computer Science program will not affect the introduction of the Cybersecurity program because the computer
science curriculum has been updated according to the Accreditation Board for Engineering and Technology -
Computing Accreditation Commission (ABET-CAC) to include Big Data and Cloud Security, Information Assurance
and Security, and Applied Cryptography as part of the curriculum.
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The projected enrollment and number of graduates in Computer Science and Cybersecurity are provided in Table 3 and
Table 4 respectively.

Table 3. Projected Enroliment in Computer Science (New Freshman Students) and # of Graduates

Fall Spring Projected Number of

Year Computer Science Computer Science Graduates
2018-2019 25 10 13
2019-2020 20 8 10
2020-2021 20 7 12
2021-2022 20 7 12
2022-2023 20 7 12

Total 105 39 59

Table 4. Projected Enrollment in Cybersecurity (New Freshman Students) and # of Graduates

Year Fall Spring # Comment
Graduates
2019-2020 30 15 0 Some students of computer science completed core courses are
expected to change major to cybersecurity

2020-2021 30 15 0 Expected to graduate in 2021
2021-2022 40 20 0 Expected to graduate in 2022
2022-2023 45 20 20 Students entered in 2019 expected to graduate
2023-2024 50 25 25 Students entered in 2020 expected to graduate

Total 195 95 45

List and describe resources that are available to support student success.

The GSU Department of Computer Science houses new state-of-the-art computer labs. These computer labs provide
hands-on instruction with the latest technology. The department also has an independent undergraduate research lab
for special projects, closed labs for classrooms, and open labs for students to work on assignments.

By attending and presenting their work at cybersecurity workshops and conferences, faculty members remain current
in the discipline. Students are also encouraged to present their project work at conferences with the support of
university and grant funds.

The GSU Library facilities include eBooks, videos, Inter-library loan and other education materials.

What preparation will be necessary for students to enter the program?

There is not any preparation necessary for students to enter the proposed Cybersecurity program.

If a Graduate program, indicate & discuss sources of financial support for students in the program.

N/A
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4. Faculty

List present faculty members who will be most directly involved in the proposed program: name, present rank; relevant
degree; courses taught; other assignments.

Name Present Relevant Degree Courses Taught Other
Rank ) Assignments
Yenumula B Professor Ph. D. in Computer Social, Legal, and Ethical Issues in Program
Reddy Science Information Age; Data Structures; Special | Coordinator
Topics in Computer Science; Parallel .
Processing; Computer Science Scminar; Cyber security
| Design and Analysis of Algorithms, GO
| Special Topics in Computer Science; Student
Capstone Corse; Advisement
Jaruwan Mesit Associate Ph. D. in Computer Foundations of Cybersecurity; Computer Student
Professor Simulation Science I; Discrete Structures; Computer Advisement
Organization and Assembly Language;
Programming Languages; Game
Programming; Computer Graphics;
Capstone Course;

. . . . . Student
Prasanthi Assistant Ph. D. in Computer Computer Science [; Computer Science II; Advisement
Sreekumari Professor Engineering Information Assurance and Security;

Computer Architecture; Database
Management Systems; Operating Systems;
Computer Networks; Capstone Course;
. . . . . Student
Babu Baniya Assistant Ph. D. in Computer Computer Science I; Computer Science II; Advisement
Professor Science and Software Engineering; Computer
Engineering Networks; Artificial Intelligence;

Advanced Programming Techniques;

All faculty members are full-time and current in the discipline. Each faculty member attends and presents their work annually at
national and international conferences.

Curricula vitae are attached as Appendix A. The faculty members and students’ publications and presentations related to
cybersecurity are also provided in Appendix A,

Project the number of new faculty members needed to initiate the program for each of the first five years. If it will be
absorbed in whole or part by current faculty, explain how this will be done. Explain any special needs.

The University has committed to allocate funds for new faculty positions for the Cybersecurity program, beginning
Fall 2019. The number of new faculty members needed to support the proposed Cybersecurity program include:

*  Two (2) new faculty members during the first year.
e A third faculty member at the beginning of second year
¢ A fourth faculty member at the beginning of third year.

All current and new faculty members will teach and engage in research, grant-writing, and student project activities.
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Describe involvement of faculty - present and projected - in research, extension, and other activities and the relationship of
these activities to teaching load. For proposed new faculty, describe qualifications and/or strengths needed.

Faculty Name Research Activities Relationship of these activities to
Teaching
¢ Ha Distri il S
Yenumula Reddy e B gd OD(;I:a al::‘tiﬂ(l;;g:j [; e:ufiyt;tcm Teaches Co.mputer Science 50% and
*  Vulnerability Assessment Cybersceurity courses 50%
¢ Trust-based systems (Internet of Things)
* _ GPU Based Architecture for latent fingerprints
¢  Computer Graphics

Jaruwan Mesit Teaches Computer Science 50% and

e  Sensor networks .
Cybersecurity courses 50%
s High Performance Computing 4 24 °
s _ Cryptography, and Computer Simulations
: . Protocols
Prasanthi Sreekumari * Teaches Computer Science 50% and
e Sensor networks . B
. Cybersecurity courses 50%
¢ Wireless networks
e Data Center networks.
. ¢ Data analysis
Babu Baniya Y Teaches Computer Science 50% and
¢ Networks . A
. . Cybersecurity courses 50%
*  Machine learning
*  Bio-image classification
New Faculty-4 Ph. D. in Computer Science and research activities related Teaches Computer Science 50% and

to cybersecurity (Publications in Cybersecurity area)

Starting Salary: $70,000) Cybersecurity courses 50%

5. Library and Other Special Resources

To initiate the program and maintain the program in the first five years what library holdings or resources will be necessary?
How do journal, database, monograph, datasets, and other audiovisual materials compare to peer institutions’ holdings with
similar/related programs?

Present University Library holdings in related fields are adequate to initiate the program. $10,000 per year will be
allocated from the Title III budget to purchase new e-books, journals, videos, and other digital learning and training
materials. The University Library has a collection of more than 6,000 e-books covering general engineering topics
such as biotechnology, civil engineering, electrical engineering, energy sciences, industrial safety, material science,
optics and photonics, project management, robotics, computing, and more, The University Library is able to subscribe
to EBSCO for additional cybersecurity resource materials.

What additional resources will be needed?

N/A

Are there any open educational resources (OER), including open textbooks, available to use as required course materials for
this program? If so, which courses could these materials support, and what is the anticipated savings to students?

PowerPoint slides are used for supplemental instruction in all computer science and cybersecurity courses. Textbooks
are provided through the CMAST and LS-LAMP programs. Many resources related to textbooks and reference books
are available through the University Library’s electronic resources (eBooks) and hard copy books.
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6. Facilities and Equipment

Describe existing facilities {classrooms, labs, offices, etc.) available for the program and their present utilization.

The Department of Computer Science, including faculty offices, classrooms, and computer labs, is located on the 2™
floor of Carver Hall. The department maintains four instructional labs populated with Windows and Linux machines.
The department maintains its own file servers. Grambling State University maintains a high speed network. All these
existing facilities will be available to cybersecurity students and no new facilities are needed.

All four (4) computer lab facilities have been reorganized and modemized:

CH 276: Computer Lab 1: 27 GPU-based computers, smart board and white boards. CH 276 is an open lab. These
computers are less than one year old funded by Title I1I program

CH 277: Computer Lab 2: 36 GPU-based Computers. These computers are less than one year old; The lab has smart
board and white boards; ICH 277 is designated as closed lab.

CH 286: Computer Lab 3: 16 High end computers with NVIDIA Graphics card, smart board. Senior and research
projects are conducted in this lab. CH 286 is used for senior and research projects, parallel processing, and cloud
computing.

Depending upon the project, senior and research students will get administrative accounts on research computers.

CH 282: Computer Lab 4: The lab has 28 computers less than 3 years old and used as open as well as closed lab. The
Lab has smart board and white boards; The lab also used for Robotics and junior/senior classes.

All labs are equipped with network packages, all programming languages, and special software as needed for class
instruction.

Describe the need for new facilities {e.g., special buildings, labs, remodeling, construction, equipment), and estimate the
cost, proposed sources of funding, and estimated availability for program defivery.

The remodeling of computer fabs (CH 276, CH 277, CH 282) is complete. The remodeling of the fourth computer lab
(CH 286) is projected to be completed before December 2018. The new computer lab will include new computers
and software required for cybersecurity classes. All the labs are fully operational. The certification courses are
projected to start Fall 2019. Necessary equipment will be installed in CH 282. Funds have been allocated through Title
lII to purchase necessary hardware and software. There is no need for new facilities for program delivery and no
additional cost associated with new facilities is projected.

7. Administration
In what administrative entity (department/school/college) will the proposed program be housed? How will the new program
affect the present administrative structure of the institution?

The proposed Cybersecurity program will be housed in the Department of Computer Science within the College of
Arts and Sciences. The Coordinator for the Department of Computer Science, Dr, Yenumula Reddy, will serve as the
Program Coordinator for the Cybersecurity degree program, and manage the implementation and day to day
operations. Academic advising will be done by departmentai faculty.

This additional degree is projected to produce more than 15 graduates per year and will assist in creating
concentrations in Information Assurance and Security as part of the Computer Science program. It will also help to
introduce certifications in cybersecurity-related areas.

Describe departmental strengths and/or weaknesses and how the proposed program will affect them,
LA BoR — AA 2.05 — May 2018




During the academic year 2018-2019, each computer science faculty member will teach one cybersecurity-related
course per semester. There are currently four (4) departmental faculty members. In Fall 2017, Foundations of Cyber
Security and in Fall 2018, Information Assurance and Security were introduced. These two courses are based on
cybersecurity contents.

Two (2) cybersecurity faculty members will be recruited by Fall 2019. In addition to computer science core courses,
the department will offer at least six (6) cybersecurity courses each academic year to ensure that students remain on
track for graduation.

At present, we are not finding any weaknesses, since the funding is available from Title 11l and the university
administration has committed to provide all necessary support. An independent building for Cybersecurity will be
planned in the near future,

8. Accreditation

Describe plan for achieving program accreditation, including: name of accrediting agency, basic requirements for
accreditation, how the criteria will be achieved, and projected accreditation date.

The first group of students majoring in Cybersecurity is projected to graduate by Spring 2022. We are planning to go
for ABET Accreditation for the proposed Cybersecurity Program in 2023. The proposed cybersecurity program is
designed with ABET Accreditation guidelines. We start accreditation preparations during fall 2019.

If a graduate program, describe the use of consultants in developing the proposal, and include a copy of the consultant’s
report as an appendix.

N/A

9. Related Fields
Indicate subject matter fields at the institution which are related to, or will support, the proposed program; describe the
relationship.

Computer Science: Cybersecurity students are required to take 15 hours of core computer science courses.

Cybersecurity: Cybersecurity students are required to take 37 hours of cybersecurity courses at freshman to senior levels.
Mathematics: Cybersecurity students will take 15 credit hours of mathematics to obtain a strong background in mathematics.
Sciences: Cybersecurity students will take 12 credit hours of sciences that include physics (8 hrs) and biology or chemistry (4 hrs).

General Education: Cybersecurity students will take 41 credit hours of general education courses. (meets Board of Regents
requirements). The 41 credit hours of general education courses include 6 hours of mathematics (MATH 147 - Pre-Cal I and
MATH 148 — Pre-Cal II).

Samples of cybersecurity involvement in different courses are provided in Appendix B. Appendix C provides letters of support and
Appendix D has detailed syllabi of cybersecurity courses.
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10. Cost & Revenue

Summarize additional costs to offer the program, e.g., additional funds for research needed to support the program;
additional faculty, administrative support, and/or travel; student support. How will the program affect the allocation of

departmental funds?

Financial Requirement

Category 1* year 2 Year 3" Year 4" Year Total
(2019-2020) | (2020-2021) | (2021-2022) | (2022-2023)
Faculty Salaries (University Budget) $£140,000 $210,000 $280,000 $280,000 $910,000
(faculty salary raises depends on
University policy)
Staff Salaries $40,000 $40,800 $41,616 $42.448 $164,864
Administrative Assistant {Title IIf Budget)
System Administrator $56,000 $56,800 $58,380 $60,132 $231,312
Library Resources (Title [1I Budget) $10,000 $10,000 $10,000 $10,000 $40,000
Books, Videos, etc. O’Reilly Media, Inc.
40 Licenses @$250/license.
Travel (Title IIT Budget) $2,000 for one $8,000 £12,000 $14,000 $14,000 $48,000
travel to each faculty member per year
Fellowship/Scholarship $15,000 $20,000 $20,000 $20,000 $75,000
Research Assistants $25,000 $25,000 $25,000 $25,000 $100,000
Facilities (Remodeling and computing $208,000 $10,000 $10,000 $10,000 $238,000
equipment and software
Total expenditure $502,000 $384,600 $458,996 $461,580 $1,807,176
Revenues

Federal Grants $200,000 $£200,000 $200,000 $200,000 $800,000
Tuition $148,700 $297,400 $446,100 $594,800 $1,487,000
Title I1I Support $348,222 $150,000 $100,000 $100,000 $698,222

Total $696,922 $647,400 $£746,100 $894,800 $2,985,222

Sources of Funding: Title IlI, Tuition, and University Budget Allocation to Cybersecurity Degree program.

rogram for the first four years

*On the separate budget form, estimate new costs and revenues for the projected prog ¥ .

indicating need for additional appropriations or investment by the institution.

Outside of revenue from tuition & fees, explain and justify any additional anticipated sources of funds, e.g., grants (in hand,
promised, or in competition}), institutional funds, etc.

BUDGET JUSTIFICATION

The expenditure for travel will be supported by grants, Faculty Senate, CMAST, and Title III.
The University will support two faculty members during first year of the Cybersecurity program (starting
year), One faculty will be added 2™ year and one the 3" year to support the program.
*  Student assistantships, work-study, and travel to conferences will be supported by funded grants (HBCU-

UP, Air Force, and LS-LAMP).

Most of the supplies will be purchased through grants and Title IT1 funds.

Current Grants:

#  Air Force Research Consortium
# HBCU-UP ($2.4M) as CMAST program was funded for 4 years. Dr. Connie Walton is PI and Dr.
Yenumula Reddy is a CO-PI.

Other grants in progress

Support personnel: The Systems Administrator and Administrative Assistant for Computer Science will also
work in the Cybersecurity program.
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»* GSU Conducting Special Workshops as part of ITNG 2019 International conference:
> Big Data analysis and security
» Quantum Communications and Cloud security
*  Workshop on Cybersecurity will be held at GSU during the fall of every year. This will include invited talks
and student presentations.

EVALUATION AND ASSESSMENT

Programmatic Assessment:

The assessment of the proposed Cybersecurity degree program includes student performance related to learning outcomes. Appendix
E provides the Expected Student Learning Outcomes and Methods of Criteria for Assessment for the proposed program success.
Feedback will also be provided by the External Advisory Board.

The success of the proposed Cybersecurity program will be periodically measured to ensure continuous quality improvement and to
ensurc that the program meets changing demands. Initially, yearly program assessments will be performed, followed by a full
assessment of the program and the learning outcomes in the 3rd year. A full assessment will be planned for every six (6) years
afterwards as part of ABET accreditation.

The assessment of the program will.be based on the 1) rate of recruitment, 2) rate of retention, 3) satisfactory offering of the core and
clective courses, 4) capstone project reports and professional presentations and publications by faculty and students, and 5) the
placement of the graduates.

Recruitment — A steadily increasing enrollment is expected during the first five (5) years. Enrollment demographics will be
compared.

Retention — Data about the rate of successful completion of the program will be collected and analyzed. Data for identifying the
characteristics of students who dropped out of the program will also be collected. These characteristics will be used to provide
intervention and reduce the number of students who transfer out or drop out of the program.

Course offering — The department already offers sufficient courses to enable completion of the Computer Science program in a
timely manner. The schedule will be monitored to ensure that a full time student will be able to complete the program within four 4)
years.

Job placement — Job placement of cybersecurity graduates will be tracked. We will analyze the data on the employment of
cybersecurity graduates immediately after graduation and five years afier graduation. Information about the position title, rank, size
of the organization, and primary responsibilities will be gathered. To this end, we will survey the employers and industrial advisory
board members about the quality of our graduates. It is anticipated that employment upon graduation will be primarily in the
technical areas of information security. However, after 5 years, graduates are expected to move into leadership positions.

Will the proposed program seek program-specific accreditation? Yes, ABET Accreditation for Cybersecurity. The
first accreditation cycle will be Fall 2023.

CERTIFICATIONS: 7 W 9 October 3, 2018

Primaryl Admisistrator for Proposed Program Date

October 3, 2018
Date

Provost/Chief Academic Officer

Management Board/System Office Date
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SUMMARY OF ESTIMATED ADDITIONAL COSTS/INCOME FOR PROPOSED PROGRAM

Institution: Grambling State University
Degree Program, Unit: __B.S. Cybersecurity

Date: Aupust 14, 2018

FTE = Full Time Equivalent (use the institution's standard definition and provide that definition).

EXPENDITURES
INDICATE ACADEMIC FIRST SECOND THIRD FOURTH
YEAR:
AMOUNT | FTE | Amount | FTE | AMOUNT | FTE | AMOUNT | FTE
Faculty Salaries (University Budget)
(faculty salary raises depends on $140,000 2 $210,000 3 $280,000 4 $280,000 4
Univcrsig Eolicy)
Rescarch Assistants (6) and $25,000 10 | 525,000 10 | $25,000 10 | 525,000 10
nternships (4)
Support Personnel
Pro e T $40,000 1 $40,800 1 $41.616 1 $42,448 1
Support Personnel
System Administrator $56,000 1 $56,300 1 $58,380 1 $60,132 1
Fellowships and Scholarships
(CMAST (1) and University (2) $15,000 3 $20,000 3 $20,000 3 $20,000 3
SUB-TOTAL | $276,000 17 $352,600 18 $424,996 19 $427,580 19
AMOUNT AMOUNT AMOUNT AMOUNT
Facilities (Remodeling the Two Labs
for Sgecial projects and Certification) $130,000 $ $ $
Equipment $78,000 $10,000 $10,000 $1000¢
Travel $8,000 $12,000 $14,000 $14,000
Supplies and Library Recourses { $10,000 $10,000 $10,000 $10,000
Other (specify)
SUB-TOTAL | $226,000 $32,000 $34,000 $34,000
TOTAL EXPENSES | $502,000 $384,600 $458,996 $461,580
REVENUES
Revenue Anticipated From: AMOUNT AMOUNT AMOUNT AMOUNT
*State Appropriations
*Federal Grants/Contracts
Title III:
20i8-19 2019-20 2020-21 2021-22
$348,222 §150,000 $100,000 100,000 $548,222 350,000 300,000 300,000
Grants:
$200,000 $200,000 $260,000 200,000
Expected Enrollment Yrl: 40 Y12: 40*2= 80 Yr3: 40*3=120 40*3 = 160
Tuition & Fees for 40 students
each year (increase) six
cybersecurity credits /semnester $148,700 §297.400 $446,100 $594.800
total 12 credits /year
{40*37717.50=8148,700
TOTAL REVENUES | $696,922 $647,,400 $746,100 $894,800

Total Financial Requirements for 4 Years: $1,840,729

Total Revenues expected for four years:

$2,985,222

* Describe/explain expected sources of funds in proposal text.
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BOARD OF SUPERVISORS FOR THE
UNIVERSITY OF LOUISIANA SYSTEM

ACADEMIC AND STUDENT AFFAIRS COMMITTEE

October 25, 2018

Item F.2. McNeese State University’s request for approval of a Letter of Intent to develop
a New Academic Program leading to a Doctor of Nursing Practice.

EXECUTIVE SUMMARY

McNeese State University requests approval of a Letter of Intent to develop a new
academic program leading to a Doctor of Nursing Practice (DNP). The intent of the proposed
DNP is for post-master’s nurse practitioners who are licensed in another population to be
prepared as Psychiatric Mental Health Nurse Practitioners (PMHNP) while completing a
practice-focused terminal degree. The primary objectives of the proposed DNP are to: (1)
increase the number of doctoral-prepared psychiatric mental health practitioners in Louisiana and
beyond; (2) improve access to mental health services in Louisiana; and (3) increase the number
of doctoral-prepared psychiatric mental health faculty in Louisiana. The American Association
of Colleges of Nursing (AACN) and the National Organization of Nurse Practitioner Faculty
(NONPF) have embraced the landmark Institute of Medicine (IOM) reports, and have indicated
that all advanced practice nurses should be moved from the master’s level to doctoral level
preparation within the next seven years (2025). The proposed practice doctorate will focus on
clinical experiences that are innovative, integrative, and immersive in the added population of
psychiatric advance practice nursing.

The 52-credit-hour proposed DNP will build on traditional master’s programs that have
provided the foundational practice competencies for the advanced practice registered nurse.
These competencies will be expanded in evidence-based practice, quality improvement, and
systems thinking among other key areas. New content for the psychiatric mental health
advanced nurse practitioner curricula will include assessment and diagnostic concerns,
psychotherapy, psychopharmacology, and three practicums. The additional courses would be
based on the required AACN DNP of content for doctoral education for advanced nursing
practice as well as the NONPF competencies. The proposed curriculum integrates DNP level
essentials with the PMHNP competencies, and has an increased number of direct clinical hours.
The increase in clinical hours, in the proposed program of study, allows for additional targeted
clinical experiences working with youth and adults who have substance use disorders, preparing
the highest level of PMHNP with the knowledge, skills, and abilities to leave McNeese as a
practice ready clinician, armed to address Louisiana’s mental health needs. McNeese graduates
will have completed the training required to apply for a medication assisted treatment (MAT)
waiver, preparing the PMHNP to treat opioid use disorders with evidence based treatments. The
focus of the student doctoral project will allow topics that address both a behavioral health issue
as well as one on their prior area of population focus, i.e., gerontology, pediatrics, acute care, etc.



Executive Summary F.2.
October 25, 2018
Page 2

The lack of behavioral health providers in Louisiana, the growing opioid epidemic, and
an almost 30% increase in suicides demonstrates a critical need for psychiatric mental health
professionals. Compounding this issue is the fact that there is a significant nursing faculty
shortage which limits admissions to nursing programs at the same time as the need for
professional registered nurses continues to grow. Of the six existing DNP programs currently
offered in Louisiana, none specialize in the psychiatric population. Graduates of the program
proposed by McNeese would help to address the growing shortage of psychiatric mental health
professionals working in inpatient and outpatient settings as well as produce individuals qualified
to fill faculty positions.

McNeese’s College of Nursing has a long and rich history to which the DNP would be a
natural extension. The University offers a Bachelor of Science in Nursing which produces on
average 134 graduate annually. In addition, it is a member of the Intercollegiate Consortium for
a Master of Science in Nursing (ICMSN) along with Southeastern Louisiana University, UL
Lafayette, and Nicholls State University. Within the ICMSN, McNeese maintains the highest
enrollment numbers for both master’s and post master’s psychiatric mental health advanced
nursing practice concentration. Building on existing faculty and staff, along with the strength of
College of Nursing, McNeese can offer the proposed program in a reasonable time frame with
some associated startup costs. Program implementation will require one new 12-month DNP
faculty for YR1 and another 9-month PMHNP/DNP added for YR2.

RECOMMENDATION
It is recommended that the following resolution be adopted:

NOVW, THEREFORE, BE IT RESOLVED, that the Board of Supervisors for the
University of Louisiana System hereby approves McNeese State University's request for
approval of a Letter of Intent to develop a New Academic Program leading to a Doctor of
Nursing Practice.
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October 4, 2018 UNIVERSITY OF
LOUISIANA SYSTEM

Dr. James B. Henderson, President
University of Louisiana System
1201 North Third Street

Suite 7-300

Baton Rouge, LA 70802

Dear Dr. Henderson:

Enclosed are (5) copies of McNeese State University’s request for approval of its Letter of Intent
for a new academic program, Doctor of Nursing Practice (DNP).

Please place this item on the ULS Board of Supervisors’ agenda for consideration and approval
at the October 25, 2018 meeting.

Thank you for your attention in this matter.

Sincerely,

Ny

Dr. Daryl V. Burckel
President

Enclosures

g BURTON Busl\fss CENTER, ROOM 444 @ BOX 93300, LAKE CHARLES. LA 70609
137.475.5556 @ 8006223352 xt. 5556 (&) pRURCKEL@MCNFESEEDU (B 337-475.5012
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Dr. James B Henderson, President

University of Louisiana System 0CT 05 2018
1201 North Third Street, Suite 7-300 UNIVERSITY OF
Baton Rouge, LA 70802 LOUISIANA SYSTEM

Dear Dr. Henderson,

| request approval to offer a doctorate in nursing practice (DNP) in the field of advanced practice
psychiatric mental health {PMH) nursing, effective fall 2019 semester. The program will be delivered in
an online format and is designed for Advanced Practice Registered Nurses (APRN), who are certified and
licensed in another patient population {ie — Family Nurse Practitioner) who wish to add the additional
education and training in advanced practice PMH nursing and obtain a non-research practice doctorate.

The American Association of Colleges of Nursing (AACN) and the National Organization of Nurse
Practitioner Faculty (NONPF) have embraced the landmark Institute of Medicine (IOM) reports, and have
indicated that all advanced practice nurses should be moved from master’s level to doctoral level
preparation within the next seven years (2025). This practice doctorate focuses on clinical experiences
that are innovative, integrative and immersive in the added population of psychiatric advanced practice
nursing. This aligns well with McNeese’s nursing and health professions college mission and supports
the institution’s role, scope and mission. Among the six DNP programs currently offered in Louisiana,
none specialize in the psychiatric population. The lack of behavioral health providers in Louisiana, the
growing opioid epidemic, and an almost 30% increase in suicides demonstrates a critical need for these
providers.

McNeese can offer this program in a reasonable time frame with some associated startup costs that are
detailed in the attached letter of intent. It will require the hiring of one additional 12 month faculty
initially and the further addition of a nine month faculty within the year. An informal survey of previous
McNeese APRN graduates who are members of the College of Nursing and Health Profession’s two
facebook groups indicated 18 students who would be interested in this type of program within the first
four days of the posting.

The full proposal for the doctor in nursing practice degree is attached.
Thank you for your consideration.
Regards,

e

Dr. Daryl V. Burckel
President

g BURTON lsusmkss CENTER. ROOM 444 @ BOX 93300, LAKE CHARLES, LA 70609

337-475-5556 @ 800-622-3352 FXT. 5556 @ DBURCKEL@OMCNEESE.EDU @ 337-475-5012






